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1. Introduction 
 

In speaking on a banking perspective on compliance, financial criminality and money 
laundering, I bring to bear a perspective which I endorse personally on behalf of ATTF. I do 
not speak for the Government of Luxembourg. I do not speak for any Central Bank. I am not a 
bank regulator nor any kind of international lawyer or commercial consultant. 
 
Rather I am a lawyer which has been brought in 1989 in charge of a legal department of the 
most important retail bank in Luxembourg at a time where the starting point of Compliance 
can be identified in the first law concerning prevention of money laundering. This law was 
put in place in Luxembourg, in 1989. As the provisions of this law were declared in 
application the Bank came to the conclusion that money laundering was "something legal", 
something one had to “comply with” and that the most appropriate department for handling 
such a criminal matter would be the legal department! 
 
This decision was in fact little more than an extension of pre-existing legal activity on other 
areas of contractual law, judicial procedures of all kind, criminal law, administrative law, 
areas in which we already had to verify that the bank was "compliant"! 
 
Nowadays Compliance Management is really considered as a full fledge activity and tends to 
be a key issue of the sound practices in the banking industry. The compliance risk can be 
defined as the risk of legal or regulatory sanctions, financial loss, or loss to reputation a bank 
may suffer as a result of its failure to comply with all applicable laws, regulations, codes of 
conduct and standards of good practice. Compliance risk is sometimes also referred to as 
integrity risk, because a bank's reputation is closely connected with its adherence to principles 
of integrity and fair dealing.  
 
Although compliance with laws, rules and standards has always been important, compliance 
risk management has become more formalised within the past few years and has emerged as a 
distinct risk management discipline! 
 
Such an emergence is by evidence linked with the pulling up of an international Anti-Money 
Laundering infrastructure as well as with the efforts undertaken by the International 
Community in order to combat Terrorist Financing, financial criminality and corruption. 
 
That's why I will try to focus systematically on those topics in order to conclude on how to 
organize an efficient compliance function. 
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By following this seminar, you as a participant should keep in mind that compliance is more 
than just putting together building blocks of laws, rules, standards; it is especially a question 
of sharing a spirit of compliance. 
 
Such a spirit of compliance is not always easy to acquire and to observe as bankers come out 
of an entrepreneurial culture. It is not part of their natural inclination to question the origin, 
the clean character of money. In the past centuries, the bankers considered every potential 
transaction in terms of potential profit or loss and not in terms of potential criminality. 
 
In other words, the compliance management and its suite of laws, rules and standards must be 
translated at the level of each financial actor by the inculcation of an institution - wide policy 
of diligence! 
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2. The Fundamentals of Money Laundering 
 
 
 

Chapter’s context: 
 

Let’s focus on particular historical milestones that gave rise for governments to act against 
drug dealers by creating legislation that would deprive them of their illicit gains. 
 
 
 

2.1. What is money laundering? 
 
 
Money laundering is the term commonly used to describe the process of transforming 
illegally obtained funds into apparently legitimate income. 
 
Basicly following definition should be considered: "Money laundering is any act or attempted 
act aiming to conceal or disguise the identity of illegally obtained proceeds so that they 
appear to have been originated from legitimate sources. Laundering is achieved both to evade 
detection by law enforcement authorities and to enable the criminal to use the profit generated 
by illegal activities". 
 
Following an illustration inspired by the Financial Action Task Force (FATF) 2001 report 
money laundering is "the concealment of the true origin of money which will enable the 
launderer to enjoy the profits without jeopardising neither their source nor himself”! 
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2.2. The historical money laundering milestones 
 

2.2.1. “Al Capone” 
 
If we trust the legend the term “money laundering” would originate from the use of  
“Laundromats” by the famous gangster Al Capone and his fellows in the United States in the 
beginning of the twenties century! 
 
Here a cotation downloaded from the Web Site of the International Money Laundering 
Information Bureau (www.imlib.org): 
 
“One of the ways in which they were able to do this was by purchasing outwardly legitimate 
“business and to mix their illicit earnings with the legitimate earnings they received from 
“these business. Laundromats were chosen by these gangsters because they were cash 
“businesses and this was an undoubted advantage to people like Al Capone who purchased 
“them. 
 
“Al Capone, however, was prosecuted and convicted in October, 1931 for tax evasion. It was 
“this that he was sent to prison for rather than the predicate crimes which generated his illicit 
“income and according to most observes it is  a myth to believe that the term originated from 
“this time. 
 
“Money laundering is called what it is because that perfectly describes what takes place- 
“illegal, or dirty, money is put through a cycle of transactions, or washed, so that it comes 
“ou the other end as legal, or clean, money. In other words, the source of illegally obtained “ 
“funds is obscured through a succession of transfers and deals in order that those same funds 
“can eventually be made to appear as legitimate income”. 
 
“It would seem, however, that the conviction of Al Capone for tax evasion may have been the 
“trigger for getting the money laundering business off the ground. 
 
“Meyer Lansky (one of Al Capone’s fellows)  was particularly affected by 
“the conviction of Capone for something as obvious as tax evasion. Determined that the same 
“fate would not befall him he set about searching for ways to hide money. Before the year 
“was out he had discovered the benefits of numbered Swiss Bank Accounts. This is where 
“money laundering would seem to have started and according to this Lansky was one of the 
“most influential money launderers ever. The use of the Swiss facilities gave Lansky the 
“means to incorporate one of the first real laundering techniques, the use of the “loan-back” 
“concept,which meant that hitherto illegal money could now be disguised by loans provided 
“by compliant foreign banks, which could be declared to the “revenue” if necessary, and a 
“tax-deduction obtained into the bargain. 
 
 
 
 
 
 



 10

 

2.2.2. BCCI 
 
BCCI ( Bank of Credit and Commerce International) was a bank created originally to 
subscribe to Islamic banking principles. It was founded in 1972 by the Pakistani businessman 
Agha Hasan Abedi, who promoted the idea of a Muslim bank which would compete with the 
greatest banks in the west. Much of the funding for BCCI came from leading Gulf Arab 
families, notably the ruling family of Abu Dhabi. 
 
From promising and pious beginnings, BCCI grew at an amazing rate. By 1991, it had 
operations in 70 countries, with 400 branches and a capital base of over US$23 billion. The 
edifice crumbled on 5 July 1991, when simultaneous visits from regulators closed BCCi 
offices in the United Kingdom, the United States, France, the Cayman Islands, Spain, 
Switzerland and Luxembourg (the bank’s official headquarters). An explanation for the 
closures was given by Robert Morgenthau, the Manhattan District Attorney: “The essence of 
the scheme was to convince depositors and other banking and financial institutions, by means 
of false pretences, representations and promises, that the BCCI group was a safe financial 
repository and institution for funds…The corporate structure of BCCI was set up to evade 
international and national banking laws so that its corrupt practices would be unsupervised 
and remain undiscovered”. 
 
BCCI ran its operations along unusual lines. For instance, the bank imposed no internal 
maximum lending limit. Most banks used at this time the rule of thumb that no more than 
10% of bank capital should be lent to any one borrower. Robert Vaez, who worked in London 
as a senior examiner for the US Office of the Comptroller of the Currency, wrote a report an 
BCCI in 1978: he noted that although BCCI’s capital was $63 millions, it had lent a total of 
$185 million (30 times more than the rule of thumb would permit) to a major client. Large 
loans were also made to “insiders” such as shareholders, directors and others officers of the 
bank. 
 
A good proportion of these loans turned bad and BCCI had to choose whether to call in the 
loans (which could result in the collapse of some of its best customers, and thus perhaps the 
bank as well) or cover up the situation. Banks officials chose the latter course, and set about 
moving bad loans to jurisdictions where banking supervision was lax, and using a series of 
dummy companies to shift loans around and make it appear that repayments were being 
made. New deposits were used to disguise old losses. 
 
To outsiders, BCCI seemed to be doing remarkably well – even in markets where others had 
failed, such as Nigeria and United Arab Emirates. Perhaps most noteworthy was the BCCI 
triumph in Panama – the regional centre for the laundering of drugs money. General Manuel 
Noriega – who took a cut of all funds going through his country – was a valued BCCI 
customer, with a credit balance of $25 million at its highest point. 
 
Finally, the US Customs intervened by infiltrating an undercover officer, managed to gain the 
trust of a senior BCCI banker. Over the next year, he played his role of a launderer working 
for a major drugs baron in Colombia to perfection, and he and his colleagues gathered enough 
evidence to make 85 arrests in October 1998, including nine BCCI officers. BCCI itself was 
charged with laundering $ 18.8 million of drug money. The bank was fined $14.8 million, and 
four employees received prison sentences. 
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The final downfall of BCCI was caused by Abedi’s determination to become a global banker 
by edding deception to misrepresentation and falsification the financial position of BCCI 
through a series of complicated manipulations”. The Bank of England had no choice but to 
act, and on 5 July 2001 the repercussions were felt in BCCI offices around the world! (From 
Money Laundering, A training strategy by Susan Grossey). 
 
 
 
 
 

2.2.3. Global Background 
 
 
“Money laundering” as an expression is one of fairly recent origin. The original sighting was 
in newspapers reporting the Watergate scandal in the United States in 1973. The expression 
first appeared in a judicial or legal context in 1982 in America. Since then, the term has been 
widely accepted and is in popular usage throughout the world. 
 
Money laundering as a crime only attracted interest in the 1980s, essentially within the drug 
trafficking context. The impetus for governments to act against the drug dealers by creating 
legislation that would deprive them of their illicit gains came from: 
 

- an increasing awareness  of the huge profits generated from this criminal activity; 
- a concern at this massive drug abuse problem in western society. 

 
 
Governments also recognised that criminal organisations, through the huge profits they earned 
from drugs, could contaminate and corrupt the structures of the state at all levels. 
 
Money laundering is a truly global phenomenon, helped by the International financial 
community which is a 24 hrs a day business. When one financial centre closes business for 
the day, another one is opening or open for business. 
 
As a 1993 UN Report noted: The basic characteristics of the laundering of the proceeds of 
crime, which a large extent also mark the operations of organised and transnational crime, are: 

- its global nature,  
- the flexibility and adaptability of its operations,  
- the use of the latest technological means and professional assistance,  
- the ingenuity of its operators and  
- the vast resources at their disposal. 

 
In addition, a characteristic that should not be overlooked is the constant pursuit or profits and 
the expansion into new areas of criminal activity. 
 
 
 
 
 



 12

 

2.3. Different stages of money laundering 
 
Money laundering methods are broadly grouped into the three general areas of placement, 
layering and integration. 
 

2.3.1. Placement 
 
 Money laundering begins with the placement of the criminal proceeds in the legitimate 
financial system. Care must be taken not to raise suspicion about be size or source of initial 
deposit. Large deposits are broken down into multiple smaller deposits and placed in several 
different financial institutions, a process also qualified as structuring or "smurfing". 
 
Criminal profits can also be mingled with the deposits of a legitimate business and 
represented as income from that business. This explains why money launderers commonly 
use commercial intermediaries to introduce illegal cash into the banking system. The 
objective of the money launderer is to rely on commercial intermediaries specialised in the 
collection of large cash amounts and able to incorporate legal and criminal cash proceeds via 
an artificial increase of income figures.  
 
Another technique consists in corrupting bank employees to assist actively the criminals in 
physically depositing cash proceeds in the financial institution. Employees may be misled and 
obliged to disrespect the strict customer identification and transaction monitoring procedures. 

 

2.3.2. Layering 
 
The layering stage involves a series of financial transactions where the money is "moved" in 
order to generate distance from its original source. Once established in the conventional 
banking sector, the funds can be passed by electronic wire transfer through a combination of 
front companies, banks and shell corporations. The main techniques used nowadays for 
layering are analysed hereafter: 
 
♦ Money launderers initiate abundant international money transfers to escape from a 
 particular national legislation and to disguise the audit trail by sending money to 
 offshore countries that are well known for their refusal to co-operate during 
 international money laundering investigations. Furthermore, international money 
 transfers enable criminals to re-invest the laundered funds back into the country where 
 the original crime took place. 
 
♦ Money-laundering professionals are often involved in frequent purchases and sales of 
 transferable securities, precious metals, real estate and art objects and in complex 
 dealings with stock, commodity and futures brokers. The extreme volume of daily 
 wire transfers and the high degree of anonymity available are considerably reducing 
 the chances of theses transactions being traced by financial institutions and law 
 enforcement agencies. 
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♦  Money launderers change bank deposits into alternative and anonymous payment 
 instruments such as cheques and traveller cheques. 
 
♦ The insurance sector may also be misused during the layering of illegal funds . 

 
 
 
 
For example in an extreme case (reported by FATF) a money launderer purchased 
marine property and subscribed a casualty insurance for a phantom ocean-going 
vessel. He paid large premiums on the policy and suborned the intermediaries so that 
regular claims were made and paid. However, he was very careful to ensure that the 
claims were less high than the premium payments, so that the insurer enjoyed a 
reasonable profit on the policy. 
 
In this way, the money launderer was able to receive his claims in the form of 
cheques. The funds appeared to come from a reputable insurance company, and no 
one questioned the source of the funds having seen the name of the company on the 
cheque! 

 

2.3.3. Integration 
 
The funds are ultimately made available for use through integration. At this stage, the money 
laundered through the financial sector, is returned to the launderer and given the appearance 
of legitimate income. Following tools or techniques may help to re-introduce funds: 
 

 The criminal may arrange for business loans to be granted by means of money held in 
offshore accounts and lent to an onshore legal entity of which he is the beneficial 
owner. Various loan techniques exist in this respect, the most common being the use 
of back-to-back loans. The criminal seeks a loan from one bank situated in his home 
country. If large amounts or money are involved, the bank asks for collateral. The 
collateral is then provided by an offshore banking institution in which the layered 
funds had initially been deposited. As soon as the loan is processed, the launderer has 
repatriated the proceeds and created a legal justification of their origin by means of the 
loan agreement. 

 
 Issuing false invoices is another method of re-introducing layered funds into the 

economy. Over- respectively under-invoicing is commonly used in the context of  
fictitious services offered and invoiced between front-end companies belonging to the 
same beneficial owner.     
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2.4. The response to Money Launderers: 
 
Knowing or suspecting that money brought or handled by customers is derived from drug 
trafficking, terrorism, organised crime, etc, is a real challenge! 
 
Unfortunately the possession of such prudency and some times divinatory skills docs not 
automatically come naturally to bankers! 
 
One key point we should remember is that knowledge is the antidote to suspicion! The more 
you know about your clients and the business they conduct, the less likely you will be to 
entertain suspicions about the honest ones, and the more likely you are to identify those who 
are dishonest. 
 
But as there is no accepted definition of what constitutes suspicion, it is a purely subjective 
concept which has different meanings to different people, but as a general rule of thumb, the 
best way in which we can explain the concept of suspicion is to define it as "behaviour which 
to the eye of the observer appears to be unusual or out of context in the circumstances within 
which it is observed". 
 
That’s why suspicion can only be developed and deducted from a series of on-going activities 
and over a period of time.  
 
 
 
Illustration by an example: 
 
 
Let us take the example of a man standing on a street corner during the day. This is not, of 
course a behaviour in itself suspicious! The same man standing on the same street corner on 
the same day every week is not necessarily suspicious. The same man standing on the same 
street corner at the same time of the same day every week need not become a matter for 
suspicion. However, the man who stands on the same street corner at the same time and on 
the same day every week and who checks his watch at the same time as a security van pulls 
up outside the bank  begins to become a matter for suspicion. What was merely a series of 
unusual, random actions have now been given a sense of focus by the introduction of the 
element of the security van!   
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3. Round table discussion on potential profits and 
potential challenges of due diligence 

 
 
 

 
 
 

Chapter’s context 
 
This Chapter will be dedicated to a round table discussion giving you the opportunity to come 
up with the impressions you have on the positive but may be also on the negative aspects 
induced by AML, FT and Compliance efforts. 
 
 
 
 
 
 
Elements that could be included in your reflexions: 
 
 

• Your business 
 

- Activities 
- Countries 
- Markets 
- Products 

 
• Your risks 

 
- Activity related risks 
- Country related risks 
- Product related risks 

 
• Your procedures / regulations 
 
• Your experience 
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4. Comparative overview of the principal Money 

Laundering Prevention Criteria 
 
 
 
 

Chapter’s context: 
 
As it is my firm whish to give you some practical illustrations which will help you to meet (or 
improve) first of all your local regulations but also to be prepared on future trends, we will 
start with a comparative overview regarding the anti money laundering (AML) situation we 
are facing both in Luxembourg and in Cape Verde. 
 
This exercise will help us to have a clear idea about the measures that are presently 
considered as appropriate in your country, or even more precisely in your financial institution. 
As we must consider that we are sitting here in a non-competitive field, none of us should 
have (or get) the feeling that he will be judged on the answers he will formulate on this 
questionnaire. In contrary, if it appears within the next minutes that different approaches are 
prevailing on applicable procedures we will open  the floor to discussions. 
 
 
 

4.1. Assessment of the National Criminal Justice Measures in         
 the context of International Cooperation 
 
 

4.1.1. Implementation of Conventions 
 
* Compliance principle 
 
A compliant jurisdiction should have ratified and fully implemented the UN Convention 
Against Illicit Traffic in Narcotic Drugs and Psychotropic Substances of 1988 (Vienna 
Convention), the UN International Convention for the Suppression of the Financing of 

CHAPTER 
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Terrorism 1999, and the UN Convention Against Transnational Organized Crime of 2000 
(Palermo Convention), as well as other regional AML conventions (e.g. the Council of 
Europe Convention on Laundering, Search, Seizure and Confiscation of the Proceeds from 
Crime), where applicable. Countries should also immediately implement the United Nations 
resolutions relating to the prevention and suppression of the financing of terrorist acts, 
particularly United Nations Security Council Resolution 1373.  
 
** Description for Luxembourg 
 
The Vienna Convention has been ratified by the law of 17 March 1992 approving the United 
Nations Convention Against Illicit Traffic in Narcotic Drugs and Psychotropic Substances. 
 
The UN International Convention for the Suppression of the Financing of Terrorism 
1999 has been ratified by the law of 12 August 2003 on repression of terrorism and its 
financing. 
 
The UN Convention Against Transnational Organized Crime 2000 (Palermo 
Convention) has not been ratified yet but Luxembourg legislation has been already 
completed in 1998 by a law of 11 August 1998 incriminating specifically criminal 
organizations. 
 
The 1990 Council of Europe Convention on Laundering, Search, Seizure and 
Confiscation of the Proceeds from Crime has been ratified. 
 
The United Nations Security Council Resolution 1373 has been applied in Luxembourg 
legislation as a result of various European (EC) Regulations, which were immediately 
applicable in Luxembourg without the need of additional national legislation. 
 
It should be mentioned that the Luxembourg State Prosecutor Office has been gathering 
information with respect to persons mentioned in these lists. Since 11 September 2001, the 
various lists and among others the lists attached to the EC Regulations have been forwarded 
to the professionals subject to a cooperation obligation with the request to report any direct or 
indirect contact with the persons mentioned in these lists and, if applicable, to freeze their 
assets. Non-compliance with these requests would have been considered as a violation of the 
professional obligations and subject to penal sanctions. 
 
*** Description for Cape Verde 
 
........................................ 
 
....................................... 
 
....................................... 
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4.1.2. Criminalization of Money Laundering 
 
* Compliance principle 
 
Each jurisdiction should criminalize money laundering on the basis of the Palermo and 
Vienna Conventions in the following way: 
 
The offence of ML may extend not only to those persons who have committed ML, but also to 
persons who have committed both the laundering and the predicate offence. 
 
It should not be necessary that a person be convicted of a predicate offence to establish that 
assets were the proceeds of a predicate offence and to convict any person of laundering such 
proceeds. 
 
Predicate offences for ML should extend to all serious offences, including drug trafficking 
and  financing of terrorism (FT) offences.  
 
The offence of ML should extend to any type of property that directly or indirectly represents 
the proceeds of crime. 
 
The predicate offences for ML should extend to facts conducted or occurred in another 
country, and which would have constituted a predicate offence had it occurred domestically. 
 
 
 
** Description for Luxembourg 
 
Luxembourg law provides for the criminalization of money laundering. The predicate 
offences covered by law comprised till mid 2008: 
- drug trafficking 
- participation to a criminal organization committing serious crimes 
- abduction of a minor (kidnaping) 
- prostitution 
- trading of human beings 
- corruption and infractions against the legislation on weapons and munitions 
- fraudulent misuse of public subventions.  
 
Based on a law dated 17th July 2008, the list has been extended to: 
 

- the counterfeiting and falsification of seals, coins, and banknotes 
- the use and disclosure of trade secrets or manufacturing secrets 
- theft without violence 
- fraudulent bankruptcy 
- breach of trust 
- fraud, embezzlement 
- illicit trafficking in stolen goods or other goods 
- illicit trafficking in migrants 
- illicit trafficking in chemical substances 
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- infringements on substances of human origin legislation 
- offences against intellectual property rights 
- offences of insider trading and market manipulation 
- crimes and offences against the environment 
- smuggling. 
 

The list is also extended to any other offences punishable by an imprisonment for a minimum 
or more than six months. It shall be noted that “fraud” only concerns offences in the Penal 
Code. Tax fraud is not comprised in the list of predicate offences of money laundering, 
because it is punishable by a minimum detention on one month only. 
 
 The legislation covers those persons who have committed ML and those who have 
committed both the laundering and the predicate offence. 
 
Luxembourg legislation does not require that a person be convicted of a predicate offence to 
establish that assets were proceeds of a predicate offence and to convict a person of 
laundering of such proceeds. It is however required that the criminal origin of the assets be 
established by any means of proof. 
 
 Finally the law states that ML is punishable even if the predicate offence has been committed 
abroad. 
 
 
***  Description for Cape Verde 
 
....................................... 
 
....................................... 
 
....................................... 
 
 

4.1.3. Criminalization of the Financing of Terrorism (FT) 
 
* Compliance principle 
 
FT should be criminalized on the basis of the Convention for the Suppression of the 
Financing of Terrorism . 
 
The FT offence should also apply when the terrorists or terrorist organizations are located in 
another jurisdiction or when the terrorist acts take place in another jurisdiction. 
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** Description for Luxembourg 
 
FT was initially criminalized under the general provisions covering participation to a criminal 
organization implemented in 1998 and various other general provisions of the penal code. FT 
is now specifically covered by the law of 12 August 2003 which states that the terrorist 
activity is covered wherever the terrorist group is located or active. In addition it is stated that 
even if the offences indicated in the above mentioned provisions have been committed outside 
Luxembourg, the authors of such offences can be convicted in Luxembourg if an extradition 
request has been filed and extradition not been granted. 
 
*** Description for Cape Verde 
 
....................................... 
 
....................................... 
 
....................................... 
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4.2. Assessment of the Legal and Institutional Framework for         
Financial Institutions 
 

4.2.1. General Framework in Luxembourg 
 
* Description for Luxembourg 
 
The law of 7 July 1989 introduced the very first offence of money laundering derived from 
drug trafficking into Luxembourg legislation. 
By way of the law of 11 August 1998 the scope of the incrimination of money laundering has 
been extended for the first time to different types of serious crimes. 
 
The second extension took place with the law dated 17th July 2008 which is now covering 
from medium to serious crimes. 
 
As stated above the law of 12 August 2003 covered the financing of terrorism. 
Ultimately, a law of 12 November 2004 provides now a single text on measures against ML 
as well as against FT. We will call it the "2004 Law against ML and FT". 
 
Fundamental legal requirements for supervision and regulation were restated in the Law of 5 
April 1993 on the financial sector as amended by the law of 12 November 2004. This 
legislation sets the regulatory framework for the Luxembourg financial sector regarding i.a.: 
 
 
- the taking up of professional activities in the financial sector; 
- the professional obligations, prudential rules and rules of conduct in the financial 
 sector; 
- the prudential supervision in the financial sector; 
- the reorganization and liquidation of financial sector institutions; 
- the deposit guarantee schemes operated by credit institutions; 
- the penal provisions. 
 
The rules regarding the prevention of the use of the financial sector for money laundering and 
terrorism financing purposes are covered in the section on the professional obligations, 
prudential rules and rules of conduct in the financial sector. These legal requirements are 
supplemented by a number of circulars issued by the Luxembourg Financial Supervision 
Authority (hereafter "CSSF") that  have legal power.  
 
The regulatory framework (law of 5 April 1993 on the financial sector as amended) covers all 
the financial professionals. This means banks, savings institutions as well as investment 
firms   (including  private portfolio managers, distributors of investment funds), and the so-
called: 
 
- currency exchange dealers (bureau de change); 
- professionals providing company incorporation and management services. 
- professionals carrying out money transfer services; 
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- transfer agents and registrar agents; 
- professionals carrying out loan operations; 
- professionals carrying out securities lending; 
- administrator of savings unit trusts; 
- administrative agents of the financial sector; 
- computer system and communication network operators of the financial sector; 
 
The regulatory framework also covers non-financial professionals like: 
 

- notary publics; 
- solicitors; 
- external auditors and accountants; 
- casinos; 
- dealers in high-value goods (persons trading in goods where payment is made in 

cash for an amount of EUR 15.000 or more; 
- real estate brokers; 
- insurance companies and brokers. 

 
**  Description for Cape Verde 
 
....................................... 
 
....................................... 
 
....................................... 
 

4.2.2. Designation of competent authorities 
 
* Compliance principle 
 
A compliant jurisdiction should designate competent authorities to ensure effective 
implementation of the laws and the FATF 40+9 Recommendations, by all financial 
institutions. 
 
 
** Description for Luxembourg 
 
In Luxembourg, the State Prosecutor, the CSSF and the Insurance Supervision Authority are 
the three authorities that are in charge of ensuring effective implementation of the FATF 40+9 
Recommendations, by the entities that are subject to their supervision. 
 
The dedicated FIU Department of the State Prosecutor's Office of the Luxembourg District 
Court is the competent authority for money laundering and terrorism financing offences. 
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POSSIBLE OPTIONS FOR DESIGNATING AN FIU 
 

CREATE A NEW 
AUTHORITY 

FALLBACK ON AN EXISTING 
AUTHORITY 

JUDICIAL AUTHORITY  
        
 with 
 
LINKAGE TO THE JUDICIAL
POWER 
(i.e. Court, Sate, Prosecutor) 

 
 
 
 

GOVERNMENTAL AUTHORITY 
 
with 
 
LINKAGE TO THE  
ADMINISTRATIVE POWER 
(i.e. Financial Regulator, Central 
Banks, Customs, Ministry of Internal 
Affairs 

 
 
 

 
Luxembourg’s FIU serves as a national centre for receiving AND requesting Suspect 
Transaction Reports (STR). 
 
The FIU provides financial institutions (and other reporting parties) with guidance regarding 
the manner of reporting, including the specification of reporting forms, and the procedures 
that should be followed when reporting. 
 
The FIU has access, directly or indirectly to the financial, administrative and law enforcement 
information that it requires to properly undertake its functions, including the analysis of STR.  
 
Therefore it is: 
 

- authorised to obtain from reporting parties additional information needed to properly 
undertake its functions; 

- authorised to disseminate financial information to domestic authorities for 
investigation or action when there are grounds to suspect ML or FT. 

 
Furthermore it is of utmost importance that the FIU is responsible for conducting 
investigations of ML, FT and other underlying predicate offences and has the powers to be 
able to: 
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• compel production of, 
• search persons or premises for, and 
• seize and obtain 

 
transaction records, identification data obtained through the CDD process, account files and 
business correspondence, and other records, documents or information, held or maintained  by 
financial institutions and other businesses or persons. Such powers should be exercised 
through lawful process (for example, subpoenas, summonses, search and seizure warrants, or 
court orders) and be available for use in investigations and prosecutions of ML, FT, and other 
underlying predicate offences, or in related actions e.g. actions to freeze and confiscate the 
proceeds of crime. 
 
Finally the FIU is releasing periodic reports, and such reports include statistics, typologies 
and trends as well as information regarding its activities. 
 
*** Description for Cape Verde 
 
....................................... 
 
....................................... 
 
....................................... 
 

4.2.3. Confidentiality and secrecy provisions  
 
* Compliance principle 
 
A compliant jurisdiction should ensure that no confidentiality or secrecy law or agreement, or 
any other law, will inhibit the implementation of AML set out in this methodology. 
 
 
 
 
** Description for Luxembourg 
 
Pursuant to the Luxembourg legal and regulatory framework, the secrecy and confidentiality 
rules applicable to banks and other professionals of the financial sector do not inhibit the 
application and the implementation of the anti-money laundering rules and the rules 
concerning combating the financing of terrorism. 
 
As a matter of fact, the secrecy and confidentiality rules applicable to banks and other 
professionals of the financial sector cannot be opposed against the CSSF or the State 
Prosecutor. 
 
The law provides that the obligation of secrecy ceases when the revelation of information is 
authorized or imposed by or under the terms of a legal provision. 
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Assets 
 
 
 

 
 

Confidentiality 
 
 

 
 

Exceptions to 
confidentiality in case of 

 
 

 
 
 
Legally obtained assets 
 
 
 

 
 
 
YES 
 
 
 
 

 
 

- Inheritance 
- Court order 
- Insider trading 
- Market Abuse 

 
 

 
 
Criminally obtained 
assets 
 
 
 
 

 
 
NO 
 
 
 

 
 
 
              _ 
 
 
 
 
 

 
*** Description for Cape Verde 
 
....................................... 
 
....................................... 
 
....................................... 
 

4.2.4. Anonymous accounts 
 
* Compliance principle 
Banks should be prohibited by law from keeping anonymous accounts or accounts in fictitious 
names. 
 
** Description for Luxembourg 
 
The Luxembourg legislation (law of 1948) does not allow the creation and book-keeping of 
anonymous accounts or fictitious names accounts where the identity of account holder is 
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unknown to the bank. The Luxembourg legal and regulatory framework requires that banks 
and other professionals of the financial sector must always comply with the "know your 
customer" obligation and thus must identify the person opening an account and the person for 
whom the account is opened (beneficial owner). 
 
 
 
 
Account type 
 
 
 

 
KYC 
 
 
 

 
Who knows 
the  
customer? 
 
 
 

 
Percentage of the 
clientele in a retail 
bank 

 
 
Nominative account 
 
 
 
 

 
 
YES 
 
 
 

 
 
Customer’s 
branch staff + 
Back Offices 
(20% of bank’s 
personnel) 
 

 
 
      98 % 

 
Confidential account 
 
 
 
 
 
 

 
 
YES 
 
 
 
 
 

 
 
Dedicated staff 
(1 % of bank’s 
personnel) 
 
 
 
 
 

 
 
      2 % 
 
 
 
 

 
 
Anonymous 
account 
 
 
 
 
 

 
 
 
NO 
 
 
 
 

 
 
 
/ 
 
 
 

 
 
      0 % 
 
 
 
 
 

 
 
*** Description for Cape Verde 
 
....................................... 
....................................... 
....................................... 
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4.2.5. Fundamental Know Your Customer (KYC) Principles 
 
* Compliance principles 
 
Financial institutions should be required to identify their customers on the basis of an official 
or other identifying document, and to record their identity, when establishing business 
relations, and to identify and record the identity of their occasional customers when 
performing transactions over a specified threshold and to renew identification when doubts 
appear as to their identity in the course of their business relationship. 
 
If the customer is a legal entity, financial institutions should adequately verify its legal 
existence and structure, including information concerning: (a) the customer's name, legal 
form, address, directors; (b) whenever it is necessary, in order to know the true identity of the 
customer, request information from the customer concerning the principal owners and 
beneficiaries; and (c) provisions regulating the power to bind the entity; and to verify that 
any person purporting to act on behalf of the customer is so authorized, and identify those 
persons. 
 
** Description for Luxembourg 
 
After having been amended by the law of 17th July 2008, the article 3 of the 2004 Law against 
ML and FT sets out the legal requirements that financial professionals of the financial sector 
have to observe in order to fulfil their obligations to know their customers. 
 
Paragraph (1) of that article reads: "Credit institutions and other professionals of the financial 
sector shall require identification of their customers by means of supporting evidence when 
entering into business relations, particularly when opening an account or savings account, or 
when offering safe custody facilities". 
 
The law develops this obligation further and provides the following specifications: 
 
 
a) Identification as a preliminary step 
 
The process of establishing the identity of a customer for whom a financial professional opens 
an account must be entirely complete before the professional executes any transaction on the 
customer's behalf. 
 
If the professional accepts any funds from the customer before entering into a transaction and 
before the process of identification is entirely complete, whether on a provisional basis or on a 
blocked account, the professional must be aware that, if the customer is allowed access to 
funds or even if the customer is simply permitted to disclose the existence of the account, then 
the professional will be held responsible for the consequences. 
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If, in spite of the application of current provisions, the identity of the customer or of the 
economic beneficiary has not been correctly established, the financial professional is under no 
circumstances permitted to release the assets held, whether by payment in cash or by money 
transfer, for the account or to the order of the customer, until such time as the professional is 
entirely satisfied that the customer's identity has been correctly established. Until then, the 
professional must continue to ensure that the assets are held in the best interests of the 
economic beneficiaries, in accordance with the conditions established upon receipt of the 
assets, unless the assets are required to be paid into court in accordance with the rules 
applicable to such payments. 
 
 
b) Basis of and responsibility for identification 
 
The relationship between financial professionals and their customers is established intuitu 
personae - in other words on the basis of personal acquaintance. This is why opening an 
account for a new customer implies a judgment in relation to the customer. This judgment 
must be supported by information about the customer, about the customer's activities and on 
the purpose of the intended business relationship. It is important for the financial professional 
to obtain such information, because this process allows the risk of being exploited for the 
purposes of money laundering to be reduced to a minimum and, at a later stage, it should 
enable suspect transactions to be detected because they are incompatible with the information 
received. 
 
Any unusual fact of which the professional becomes aware as part of the identification 
process may be an indication of money laundering and should therefore prompt the 
professional to request supplementary information. Particular attention should be paid if the 
reason for entering into business relations is not clear or if the customer has had recourse to 
financial structures whose economic justification is not obvious (interlinked accounts, 
potentially misleading account designations, etc..). 
 
Every account-opening request for a new customer must be submitted to a specially 
designated manager of the financial professional for written authorization. This manager or 
management body must decide whether or not it is appropriate to open an account for the 
customer in question and also bears the responsibility for establishing the identity for the 
customer and assembling the requisite documentation. 
 
In cases where an account is not opened on the basis of a direct relationship between the 
financial professional and the customer but where the relationship has been established on the 
basis of correspondence, the professional must pay particular attention to obtaining not only 
all the required documentation but also a set of complete and satisfactory replies to all the 
questions that the professional asks the customer in order to be in a position to make an 
informed judgment on the customer and on the customer's reasons for opening an account. 
 
Financial professionals may not delegate the responsibility for establishing the identity of 
their customers and thereby avoid the duty to know one's customer and the responsibility, 
which this knowledge confers. For example, a professional is not permitted to accept a 
certificate prepared by a third party, acting in whatsoever capacity, attesting to their 
knowledge of the customer and to the fact that they have  verified the identity of the customer 
and hold the necessary documentary proof. 
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The delegation of the identification process does not absolve the financial professional of any 
requirements in respect of customer documentation, which must be available on the 
professional's premises in Luxembourg.  
 
c) Identification elements of physical persons in a face to face context 
 
The identity of customers who are physical persons must be established on the basis of an 
official document, which proves the identity of the person in question (e.g. passport or 
identity card). 
The financial professional must: 
 
- ensure that the documents are not expired and that they relate effectively to the bearer  
 by comparing the signature which appears on the identity papers with the signature on  
 the account opening request and, where possible, by comparing the photograph on the  
 identity papers with the customer's physical appearance; 
 
- maintain a copy of the identification papers in the file; 
 
- ensure that the account opening document signed by the customer is in every case a 
 form produced by the Luxembourg financial professional; 
 
- ensure that all the account-opening documents are duly and legibly completed, dated 
 and signed by the customer. 
 
If  the customer carries on an activity in a particular economical sector duly protected by law 
(i.e. financial sector activity that involves fund management on behalf of third parties) a copy 
of the necessary authorization to carry on this activity, (or a statement that such authorization 
is not required), must be included in the file. 
 
d) Identification of physical persons in a non-face to face context 
 
If  the account is opened on the basis of correspondence, the professional must ensure that the 
copies of identity papers provided,  must be true copies certified by a competent authority 
(e.g. embassy, consulate, notary, police officer). If the account is opened pursuant to a 
delegation agreement , the professional partner is authorized to certify that the documents, 
which he provides, are true copies. 
 
As the Internet is a distribution channel, which is particularly prone to favour the anonymity 
of clients, the law adapted its requirements relating to the customer identification 
documentation for this new form of entering into a business relationship on a non-face to face 
basis. The modifications to the customer identification requirements are designed to 
accommodate the existing customer identification requirements with this new way of taking 
up of business relationships, without diluting the customer identification principles. 
 
The 2004 Law against ML and FT deals also with non-face to face operations. In the event 
where a business relation or an entering into a transaction with a customer, who has not been 
physically present for identification purposes is established, the professional shall take 
specific and adequate measures necessary to compensate for the greater risk of money  
laundering which arises. The bill provides that such measures shall ensure that the customer 
identity is established, for example, by requiring additional documentary evidence, or by 
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supplementary measures consisting in verifying or certifying the documents supplied, or by 
confirmatory certification by a financial institution, or by requiring that the first payment of 
the operations is carried out through an account opened in the customer's name with a credit 
institution subject to equivalent identification requirements. The bill goes on to say that the 
internal audit procedures have specifically to take into consideration the measures taken in 
order to cope with the greater risks faced by non-face to face relationships. 
 

e) Verification of identity components 
 
The components of identity may be verified as follows: 
 
Full name, date and place of birth, and nationality may be verified using at least one of the 
following sources: 
 

• Current passport – providing photographic evidence of identity; 
• Current national identity card – providing photographic evidence of identity; 
• Current driving licence- providing photographic evidence of identity – where the 

licensing authority carries out a check on the holder’s identity before issuing; 
• Independent data sources (including electronic sources). 

 
Residential address may be verified using at least one of the following sources: 
 

• Correspondence from an independent source such as a central or local government 
department or agency. 

• A letter of introduction which confirms residential address from:  (i) a financial 
services business regulated by the Government; (ii) a regulated financial services 
business which is operating in a well-regulated jurisdiction; or (iii) a branch or 
subsidiary of a group headquartered in a well-regulated jurisdiction which applies 
group standards to subsidiaries and branches worldwide, and tests the application 
of and compliance with such standards. 

• Personal visit to residential address. 
• A bank statement or utility bill. 

 
 
 
In addition, residential address may be verified using one of the sources used for verifying full 
name, date and place of birth, and nationality, where this contains the individual’s residential 
address and has not been used as the check to verify full name, date and place of birth, and 
nationality. 
 
Additional appropriate verification checks for higher risk individuals (or those connected with 
higher risk relationships) may include a further check from the above lists, or a check from 
the list of additional verification checks for non-face to face relationships. 
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f) Identification of legal entities 
 
The identity of customers that are legal entities must be established on the basis of the 
following official documents: extract from the register of commerce (if available), articles of 
association. These documents contain the necessary information on the legal form of the 
company, the names of directors as well as on the provisions regulating the power to bind the 
entity and to verify that any person purporting to act on behalf of the company is so 
authorized , so that the identities of the persons in charge can be identified. 
 
Where the articles of association of a company do not comprise the names and addresses of 
the directors and administrators and proxy holders (as prescribed by Luxembourg legislation), 
the identity of these individuals must be determined. 
 
If the customer carries on a financial sector activity that involves fund management on behalf 
of third parties, a copy of the necessary authorization to carry on this activity (or a statement 
that such authorization is not required), must be included in the file. 
 
*** Description for Cape Verde 
 
....................................... 
 
....................................... 
 
....................................... 

4.2.6. Unlawful use of companies 
 
* Compliance principle 
 
There should be measures to prevent unlawful use of vulnerable entities  which could be 
conduits for criminal proceeds, such as shell corporations or charitable or not-for-profit 
organizations. 
 
** Description for Luxembourg 
 
One of the domains, which is systematically monitored  are the bank's customer relationships 
with legal entities. In the case that banks are accepting as client some complex or even 
impenetrable structures (for example with series of opaque legal entities as shareholders), 
they have to establish specific client acceptance procedures in this respect, notably to ask for 
the reasons to set up such structures. 
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Based on a judgement of Luxembourg’s Court of Appeal pronounced on April, 29, 2004 , the 
Constitutive elements for identifying a shell or fictitious company are the following: 
 
- Appearance of a company; 
- Conducted (or manipulated) by one single person; 
- Absence of “affectio societatis” due to the lack of different founders prepared to share 

the goals of said company; 
- Default of social activity; 
- Default of factual activity; 
- Default of patrimonial autonomy. 
 
 
 
 
Another type of legal entity which calls for scrutiny is the non profit association. This 
explains the reason why non profit associations and foundations which have a "public utility 
status" are supervised by the Ministry of Justice. The "public utility status" is granted by the 
Ministry of Justice after thorough controls with respect to the "promoters" of the non-profit 
association or foundation and the funds to be infected in such structures. The annual accounts 
must be filed with the trade register and the Ministry of Justice. 
 
 
In addition, donations which exceed EURO 12.500  must be authorised by decree. In this 
context, controls are made by the Ministry of Justice before the decree is signed. In a recent 
court case, it has been recognized that the decision of the Ministry of Justice refusing to  
authorize the donation made by an anonymous donator was legal since in such circumstance 
the Ministry was not in a position to verify the origin of the funds. 
 
 
*** Description for Cape Verde 
 
....................................... 
....................................... 
....................................... 
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4.2.7 Concept of Beneficial Owners 
 
* Compliance principle 
 
Banks should identify the person or entity that maintains an account with the bank or those on 
whose behalf an account is maintained (i.e. beneficial owners); the beneficiaries of 
transactions conducted by professional intermediaries; and any person or entity connected 
with a financial transaction who can pose a significant reputation or other risk to the bank. 
 
** Description for Luxembourg 
 
Concerning the identification of economic beneficiaries, the Luxembourg law requires: "in the 
event of doubt as to whether the customer whose identification is required is acting on his 
own behalf, or where it is certain that he is not acting on his own behalf, credit institutions 
and other financial professionals shall take reasonable measures to obtain information as to 
the real identity of the person on whose behalf this customer is acting". 
 
The law specifies that, when customer identity is being established, financial professionals 
must require customers to confirm that they are, or are not, acting on their own behalf. 
 
In cases where financial professionals are certain that customers are not acting on their own 
behalf, particularly in case where customers have made a statement to this effect, they are 
required to obtain from the customers concerned the documents necessary to establish the 
identity of the economic beneficiary(ies) in the same way as for the establishment of the 
customers' own identity. It is required that, in such cases, a written statement should be 
required from the economic beneficiary confirming the statements made by the customers 
concerned. 
 
In the event of doubt as to whether customers are acting on their own behalf (e.g. because the 
customer is a legal entity acting as an intermediary or which may be used as a screen: holding 
company, Trust, etc.) this doubt must be allayed, either by obtaining from the customers a 
credible, written statement that they are acting on their own behalf, or by establishing the 
identity of the economic beneficiary in the manner described above. If it is not possible for 
the financial professional to allay such doubts, the professional must not enter into relations 
with the customer.  
 
This implies that banks have to know the legal arrangements governing the entities, as they 
have to know the binding powers. 
 
The identification of the ultimate beneficial owner is a requirement for all types of customers, 
be they resident or not. 
 
 
 
***  Description for Cape Verde 
...................................... 
....................................... 
....................................... 
 



 36

4.2.8 Concept of beneficial owner in special structures 
 
* Compliance principle 
 
Where the customer is a trust, banks should obtain information about the trustees, 
settlers/grantors and beneficiaries.  
 
** Description for Luxembourg 
 
Even in the case of Anglo-Saxon Trust where the articles of association of a company do not 
always comprise the names of the settler or the beneficiaries, administrators and proxy 
holders (as prescribed by Luxembourg legislation), the identity of these individuals must be 
determined. 
 
It follows from these requirements that banks have to identify, the settlor, the trustee and the 
beneficiary(ies) of the trust. 
 
 
 
*** Description for Cape Verde 
...................................... 
....................................... 
....................................... 
 
 

4.2.9. Concept of graduated acceptance policies 
 
* Compliance principles 
 
Banks should have in place graduated customer acceptance policies and procedures that 
require more extensive due diligence for higher risk customers. 
 
 
Description of the Risk-Based Approach (RBA) 
 
a) Purpose of a RBA 
 
By adopting a risk-based approach, governments, regulators and financial institutions are able 
to ensure that measures to mitigate ML and FT are commensurate to the risks identified. As a 
consequence resources can be allocated in the most efficient ways. The principle is that 
resources should be directed in accordance with priorities so that the greatest risks receive the 
highest attention. 
 
The alternative approaches are that resources are either applied evenly, so that all financial 
institutions, customers products, etc. receive equal attention, or that resources are targeted, but 
on the basis of factors other than the risk assessed. This can inadvertently lead to a “tick box” 
approach with the focus on meeting regulatory needs rather than preventing money laundering 
and terrorist financing. 
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A risk analysis must be performed to determine where the money laundering and terrorist 
financing risks are the greatest. Governments will need to identify the main vulnerabilities 
and address them accordingly. Institutions will need to identify higher risk customers, 
products and services, including delivery channels and geographical locations. These are not 
static assessments. They will change over time, depending on how circumstances develop, 
and how threats evolve. 
 
Legislation has to address risk in a cost-effective manner. Based on assessed risk, 
proportionate procedures should be designed. Higher risk areas should be subject to enhanced 
customer due diligence checks and enhanced transaction monitoring. It also follows that in 
instances where risks are low, simplified or reduced controls may be applied. 
 
b) Potential benefits of a RBA 
 
The adoption of a RBA can allow supervisory authorities and financial institutions to be more 
efficient and effective in their use of resources and minimise burdens on customers. It enables 
resources to be targeted more effectively. 
 
Money laundering risks are more effectively managed through a RBA that assesses all 
potential risks and is built on a true cooperative arrangement between governments, FIU’s 
regulators and financial institutions. Without cooperation and understanding between these 
parties, there can be no effective risk-based process. 
 
Money launderers and terrorist organisations have considerable knowledge of the financial 
sector and take extreme measures to hide their financial activities and make them 
indistinguishable from legitimate transactions. RBA’s designed to make it more difficult for 
these criminal elements to make use of financial institutions because of the increased focus on 
the identified higher risk activities that are being undertaken by these criminal elements. In 
addition, a RBA allows financial institutions to more efficiently adjust and adapt as new 
money laundering and terrorist financing methods are identified. 
 
c) Potential challenges of a RBA 
 
The RBA is challenging on both public and private sector entities. Such an approach requires 
resources and expertise to gather information on risks, both at the country and institutional 
levels, to develop procedures and systems and to train personnel. It further requires that sound 
and well-trained judgment be exercised in the implementation within the institution. It will 
certainly lead to a greater diversity in practice but it may also cause uncertainty regarding 
expectations, difficulty in applying uniform regulatory treatment, and lack of understanding 
by customers regarding information required to open or maintain an account. 
 
Implementing a RBA requires that financial institutions have a good understanding of the 
risks and are able to exercise sound judgment. This requires the building of expertise within 
financial institutions, whether through training, recruitment, taking professional advice or 
“learning by doing”. The process will always benefit from information sharing by 
governments and law enforcement authorities and from good practice guidance. Attempting to 
pursue RBA without sufficient expertise may lead to financial institutions making flawed 
judgments. Firms may over-estimate risk, which could lead to wasteful use of resources, or 
they may under-estimate risk, thereby creating vulnerabilities.  
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Financial institutions may find that some staff members are uncomfortable making risk-based 
judgments. Staff may fear that they will be held responsible should judgments prove to be 
flawed. This may lead to overly cautious decisions, or disproportionate time spent 
documenting the rationale behind a decision. 
 
In implementing the RBA financial institutions must be given the opportunity to make 
reasonable judgments, thus no two financial institutions are likely to adopt the exact same 
detailed practices. Such potential diversity of practice will require that regulators make greater 
effort to identify and disseminate guidelines on sound practice. This will pose challenges to 
supervisory staff working to monitor compliance. Supervisors will need to distinguish 
between a financial institution that has chosen a different approach because it has made a 
sound risk-based judgment and a financial institution that has followed a different approach 
because it has been negligent. 
 
 
Supervisors should focus on whether the financial institution has en effective decision-making 
process, not individual decisions. Supervisors may review individual decisions as a means to 
test the effectiveness of the institution’s overall risk management. In those instances where 
the financial institution has established appropriate risk management structures and 
procedures, and has followed the relevant policies, procedures, and processes, the financial 
institution should not be criticized for making decisions that were incorrect in light of 
additional information, unless the failure is significant or accompanied by evidence of bad 
faith. 
 
 
 
The potential benefits and potential challenges can be summarised as follows: 
 
Potential Benefits: 
 

• Better management of risks and cost benefits  ratio 
• Financial institution focus on real identified threats 
• Flexibility to adapt to risks that change over time. 

 
Potential Challenges: 
 

• Identifying appropriate information to conduct a sound risk analysis 
• Addressing short term transitional costs 
• Greater need for more expert staff capable of making sound judgments 
• Regulatory response to potential diversity of practice. 
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d) Applicability of the RBA to terrorist financing obligations 
 
The application of a RBA to terrorist financing is a difficult concept, as it differs from the 
risk-based approach that can be applied to detecting and identifying potential money 
laundering and other suspicious activity. 
 
Funds that are used to finance terrorist activities do not necessarily derive from criminal 
activity and,  therefore, transactions related to terrorist financing may not exhibit the same 
features as conventional money laundering or fraud. 
 
Similarly, transactions associated with the financing of terrorists may be conducted in very 
small amounts, which in applying a risk-based approach may be the very transactions that are 
frequently considered to be of minimal risk with regard to money laundering. In addition, the 
actions by terrorists may be overt and outwardly innocent in appearance, such as the purchase 
of materials and services (i.e. commonly held chemicals, a motor vehicle, etc.) to further their 
goals, with the only covert fact being the intended use of such materials and services 
purchased. Moreover, where particular individuals, organisations or countries are the subject 
of terrorist finance sanctions, the obligations on institutions to comply and the listing of those 
individuals, organisations or countries as a result of such actions are determined exclusively 
by government and are not a function of risk. Violations of such sanctions may result in a 
criminal offence or sanctions if funds or financial services are made available to a target or its 
agent. 
 
e) Risk Categories 
 
In order to implement a reasonable RBA, financial institutions should identify the criteria to 
assess potential money laundering risks.  While a risk assessment should always be performed 
at the inception of a customer relationship, for some customers, a comprehensive risk profile 
may only become evident once the customer has begun transacting through an account, 
making monitoring of customer transactions and on-going reviews a fundamental component 
of a reasonably designed RBA. 
 
Money laundering risks may be measured using various categories. Commonly used risk 
criteria are: country or geographic risk; customer risk; and product/services risk. The weight 
given to these risk categories (individually or in combination) in assessing the overall risk of 
potential money laundering should be discretionary with each financial institution. 
 
 
♦Country/Geographic Risk 
 
There is no universally agreed definition by either governments or financial institutions that 
prescribes whether a particular country represents a higher risk. 
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 A useful selection may go through:  
 

• Countries subject to sanctions, embargoes or similar measures issued by, for 
example the United Nations (“UN”). 

• Countries identified by credible sources like IMF, World Bank, etc. 
• Countries identified by credible sources as providing funding or support for 

terrorist activities. 
• Countries identified by credible sources as having significant levels of corruption, 

or other criminal activity. 
 
 
♦Customer Risk 
 
The following characteristics of customers may indicate a higher risk of money laundering: 
 

- Unusual customer circumstances, such as: 
 

• Significant and unexplained geographic distance between the institution and the  
location of the customer; 

 
• Frequent and unexplained movement of accounts to different institutions, and 

 
• Frequent and unexplained movement of funds between institutions in various 

geographic locations. 
 

• Customers where the structure or nature of the entity or relationship makes it 
difficult to identify the true owner or controlling interests. 

 
- Cash (and cash equivalent) intensive businesses including: 

 
• Money services business (e.g. remittance houses, currency exchange houses, casas 

de cambio, bureaux de change, money transfer agents and bank note traders or 
other businesses offering money transfer facilities). 

• Casinos, betting and other gambling related activities, and 
• Business that while not normally cash intensive, generate substantial amounts of 

cash for certain transactions. 
• Unregulated charities and other unregulated “not for profit” organisations 

(especially those operating on a “cross-border” basis). 
• Dealers in high value or precious goods (e.g. jewel, gem and precious metals 

dealers, art and antique dealers and auction houses, estate agents and real estate 
brokers). 

• Accounts for “gatekeepers” such as accountants, lawyers, or other professionals 
acting on behalf of their clients where the financial institution places unreasonable 
reliance on the gatekeeper. 

• Use of intermediaries within the relationship who are not subject to adequate anti-
money laundering regulation and who are not adequately supervised. 

• Customers that are Politically Exposed Persons (PEPs). 
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- Services identified by governmental authorities, regulators or other credible 
sources as being potentially higher risk for money laundering including, for 
example. 

 
• International correspondent banking services involving transactions such as 

commercial payments for non-customers (for example, acting as an intermediary 
bank) and pouch activities, and 

• International private banking services.  
 

• Services involving banknote and precious metal trading and delivery. 
 

• Services intended to render a customer anonymous. 
 
 
 
 

SUMMARY BOX: 
 
 
A national risk assessment should be tailored to the circumstances of the individual 
country. Factors that may influence the risk of money laundering and terrorist 
financing in a country could include the following: 
 
 
•       Political environment 
• Legal environment 
• A country’s economic structure 
• Cultural factors, and the nature of civil society 
• Sources, location and concentration of criminal activity 
• Size of the financial services industry 
• Composition of the financial services industry 
• Ownership structure of financial institutions 
• Corporate governance arrangements in financial institutions and the wider economy 
• The nature of payment systems and the prevalence of cash-based transactions 
• Geographical spread of financial industry’s operations and customers 
• Types of products and services offered by the financial services industry 
• Types of customers serviced by the financial services industry 
• Types of predicate offences 
• Amounts of illicit money generated domestically 
• Amounts of illicit money generated abroad and laundered domestically 
• Main channels or instruments used for laundering or financing terrorism 
• Sectors of the legal economy affected 
• Underground areas in the economy. 
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4.2.10.Decision-making power 
 
* Compliance principle 
 
Banks should take decisions to enter into business relationship with higher risk customers at 
the senior management level 
 
** Description for Luxembourg 
 
Pursuant to circular 05/211 every account-opening request for a new customer must be 
submitted to a specially designated manager or management body of the financial 
professional for written authorization. This manager or management body must decide 
whether or not it is appropriate to open an account for the customer in question and also bears 
the responsibility for establishing the identity of the customer and assembling the requisite 
documentation. 
 
Whether a risk to a customer may be qualified as being higher is determined by the 
combination of products, types of clients and amounts involved. 
 
Banks are required to examine with special attention any transaction with counter-parties 
located in a jurisdiction identified as non-cooperative in the FATF report, whether natural or 
legal persons, including financial sector professional, or involving funds emanating from such 
jurisdictions. The circulars furthermore specify that financial professionals are required to 
adopt specific policies in respect of relations with these jurisdictions and that these policies 
must be approved by executive management and its implementation overseen by the Money 
Laundering Compliance Officer. 
 
*** Description for Cape Verde 
....................................... 
………………………… 
………………………… 
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4.2.11. Approach of Politically Exposed Persons 
 
* Compliance principle 
 
Banks should have policy and procedures for handling banking relationships with politically 
exposed persons (PEPs) that  cover: 
 
 
- Identification of a politically exposed person among new or existing customers; 
- Identification of persons or companies related to them; 
- Verification of the source of funds prior to account opening; and 
- Senior management approval for establishing banking relationships with PEPs. 
 
** Description for Luxembourg 
 
Luxembourg legislation and regulations introduce special requirements regarding the 
laundering of funds connected with bribery and corruption applicable when banks intend to 
establish business relationships with persons exercising high public functions in a State or 
with persons and companies that are linked to these so-called politically expose persons 
(PEP's).  
The law requires that this highly sensitive area calls for the involvement of the institution's 
management at the highest level, together with its designated Money Laundering Compliance 
Officer. 
 
The verification of the source of funds prior to account opening arises from the general 
requirements laid down by article 3 of the 2004 Law against ML and FT. Circular 05/211 has 
made this requirement explicit by stating that the relationship between a professional and a 
PEP is a personal one and especially the opening of an account requires the professional to 
make a judgment of the new customer. This judgment must be supported by information 
about the customer, about the customer's activities as a PEP and on the purpose of the 
intended business relationship. 
 
 
 

Various Definitions of Pep’s 
 

EU Third Money Laundering   The Financial Action Task Force 
Directive 
 
“Natural persons who are or have been                   “Individuals who are or have been 
entrusted with prominent public   entrusted with prominent public 
functions and immediate family   functions in a foreign country, for 
members, or persons known to be   example Heads of State or of govern- 
close associates of such persons”,   ment, senior politicians, senior  
          government, judicial or military officials, 
       senior executive of state owned  
       corporations, important political party 
       officials” 
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Particular difficult cases 
 
Let us cover certain classes of individuals which may not be PEPs under strict interpretation 
of the existing definitions, but which one should watch carefully: 
 

• Former Son-in-Laws of  PEPs ; whilst there is no longer a legal relationship, often a 
strong personal connection exists, especially when the former husband of the PEPs daughter 
has been previously involved in assisting the PEP in moving funds. 

• Senior officers of private corporations that are, in realty, government-controlled 
entities. In the developing world, government-controlled companies often appear to be 
privately owned.  

• Distant relatives whose last names are different from the PEP; they may just be closer 
than you think. 

• The “close associates” of relatives of known PEPs; this is a great way to move illicit 
funds, as most banks never extend their enquiries beyond establishing that persons are 
relatives.  

• Forget the one-year rule on ex-PEPs; if a corrupt government figure has stolen 
government funds, or taken bribes, he will have that cash for quite a while after he leaves 
government office. 
• Grown children of married female relatives of the PEP; they have different family 
names, and often do not associate with the PEP in visible way. 
• Unmarried partners, whether through cohabitation or legal domestic partnerships; 
these individuals are prime candidates to covertly move illicit PEP funds of their partner, due 
to the high degree of trust they enjoy. 
 
 
 
 
*** Description for Cape Verde 
 
....................................... 
 
....................................... 
 
....................................... 
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4.2.12 Procedural requirements 
* Compliance principles 
 
Banks should establish a systematic procedure for identifying customers and should not 
establish a  banking relationship until the identity of a customer has been satisfactorily 
verified. Banks should be required to keep customer identification information up-to-date and 
relevant by undertaking regular reviews of existing records. An appropriate time to do so is 
when a transaction of significance takes place, when customer documentation standards 
change substantially, when there is a material change in the way that the account is operated, 
or when the bank becomes aware that it lacks sufficient information about an existing 
customer. 
 
** Description for Luxembourg 
 
Systemic identifying procedures 
As already mentioned previously the 2004 Law against ML and FT requires every financial 
professional to prepare a precise and complete procedures manual. 
 
Concerning the prohibition to establish a business relationship, Circular 05/211 requires that 
the establishing of the identity of the customer for whom an account is opened must be 
entirely completed before the bank can execute any transaction on the customer's behalf. 
 
 
Finally, if, in spite of the application of the provisions contained in the circular 05/211, the 
identity of the customer (or of the beneficial owner) has not been correctly established, the 
financial professional is under no circumstances permitted to release the assets held, whether 
by payment in cash or by money transfer, until such time as the professional is entirely  
satisfied that the customer's identity has been correctly established. Until then, the 
professional must continue to ensure that the assets are held in the best interests of the 
economic beneficiaries. 
 
Concerning the updating and reviews of existing records, it's important to note that the 
periodic review has to ensure the follow-up of the business relationship with the bank's clients 
and does not pertain to a redundant identification of the clients done before entering into 
business. The initial identification of the clients has to be undertaken on the basis of valid 
identification documents. It follows from there that the expiration of these identification 
documents during the business relationship does not challenge the initial identification 
procedure.  
 
Therefore banks, which during their review process notice that customer identification 
documents contained in their files have expired, are permitted to await the first practical 
opportunity (visit or other communication from the customer) in order to get a copy of a new 
valid identification document of their customers. 
 
*** Description for Cape Verde 
 
...................................... 
....................................... 
....................................... 
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4.3. Assessment of the on-going monitoring of accounts and 
transactions 
 

4.3.1. Use of monitoring systems 
 
* Compliance principle 
 
Banks should have systems in place to detect unusual or suspicious patterns of activities in all 
accounts, such as significant transactions relative to a relationship, transactions that exceed 
certain limits, very high account turnover inconsistent with the size of the balance, or 
transactions which fall out of the regular pattern of the account's activity. 
 
** Description for Luxembourg 
 
The Luxembourg regulation states that in order to avoid being exploited for the purposes of 
money laundering and in order to be able to detect suspicious transactions, financial 
professionals must have a thorough understanding of the transactions that customers request 
them to carry out. To this end, professionals are required to monitor carefully the history of 
transactions and, where appropriate, to obtain all necessary information in order to reduce this 
risk of money laundering by the most effective means available. 
 
Among those transactions, which, by their very nature, must be considered as particularly 
likely, to be linked to money laundering are transactions that are in themselves unusual as 
well as those which are unusual in relation to the customer in question. 
 
The treatment of such transactions is one of the key elements of money laundering 
prevention! 
 
A sufficient monitoring program must be in place. The primary responsibility for monitoring 
account activities lies with the branch manager. He will be familiar with significant 
transactions and increased activity in the account and will be especially aware of unusual or 
suspicious activities. The bank will decide to what extent fulfillment of these responsibilities 
will need to be supported through the use of automated systems or other means. 
 
With respect to clients classified under any category of risk, the bank’s internal policies will 
indicate how the account activities will be subject to monitoring. 
 
A written control policy will be in place establishing standard control procedures to be 
undertaken by the various “control layers” (branch manager, independent operations unit, 
Compliance, Internal Audit). The control policy will cover issues of timing, degree of control, 
areas to be controlled, responsibilities and follow-up, etc. 
 
An internal audit function will test the programs contemplated by the control policy. 
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*** Description for Cape Verde 
 
....................................... 
 
....................................... 
 
....................................... 

 

4.3.2. Intensified monitoring opportunities 
 
* Compliance principle 
 
Banks should conduct intensified monitoring for higher risk accounts. 
 
** Description for Luxembourg 
 
Every bank should adopt anti-money laundering procedures suited to its business profile. This 
observation is particularly applicable for the identification of higher risk accounts, as well as 
for the intensified monitoring of such accounts. 
 
The 2004 Law against ML and FT furthermore requires that financial professionals, in order 
to avoid being abused for the purposes of money laundering and in order to be able to detect 
suspicious transactions, have a thorough understanding of the transactions that customers 
request them to carry out. To this end, professionals are required to monitor carefully the 
history of transactions and, where appropriate, to obtain all necessary information in order to 
reduce the risk of money laundering by the most effective means available. 
 
Among the obligations incumbent on professionals is the drawing up of specific internal 
procedures dealing with the subject of laundering of funds connected with particular countries 
and corruption.  
 
 
 
*** Description for Cape Verde 
 
....................................... 
 
....................................... 
 
....................................... 
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4.3.3. Behaviour rules in correspondent Banking 
 
* Compliance principles 
 
Banks should pay particular attention when continuing relationships with respondent banks 
located in jurisdictions that have poor Know Your Customer (KYC) standards or have been 
identified as being "non-cooperative" in the fight against money laundering. Banks should 
also be required to pay particular attention to transactions involving such jurisdictions. 
 
** Description for Luxembourg 
 
It has to be noted in this context that correspondent banking is of a lesser importance in the 
Luxembourg financial sector in the sense that Luxembourg banks are only to a lesser extent 
used as correspondents in international transactions. 
 
Correspondent banking with non-FATF banks is nevertheless not expressly forbidden. 
Financial professionals have to apply the identifications rules prescribed by the Luxembourg 
Law on the financial sector. With regard to jurisdictions that do not have adequate systems in 
place to prevent or deter money laundering or terrorism financing, the CSSF has issued 
circulars imposing the duty to verify that no links to "shell-banks" are existing. 
 
The circulars specify that financial professionals are required to adopt specific policies in 
respect of relations with the jurisdictions making it possible for shell-banks to function on 
their territories. 

 

4.3.4. Record-keeping principles 
 
* Compliance principle 
 
Banks should develop clear standards on what records must be kept on customer 
identification and individual transactions and their retention period. 
 
 
 
** Description for Luxembourg 
 
Article 3 of the 2004 Law against ML and FT and the circular 05/211 require that banks and 
other professionals of the financial sector shall keep the following documents, for use as 
evidence in any investigation into money laundering: 
 
- in the case of identification, a copy or the references of the documents required, for a 
 period of at least five years after the relationship with their customer has ended, 
 without prejudice to the longer periods of retention prescribed by other laws, 
 
- in the case of transactions, the supporting evidence and records, consisting of the 
 original documents or copies having similar status as evidence under Luxembourg 
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 law, for a period of at least five years following execution of the transactions, without 
 prejudice to the longer periods of retention prescribed by other laws (10 years as 
 prescribed by article 11 of the Commercial Code). 
 
As regards transactions, the regulatory requirements ensure that the records should permit 
reconstruction of individual transactions so as to provide, if necessary, evidence for 
prosecution of criminal behaviour. Records include the client's (or beneficiary's) name, 
address (or other identifying information normally recorded by the intermediary), the nature 
and date of the transaction, the type and amount of currency involved, and the type and 
identifying number of any account involved in the transaction. 
 
This requirement constitutes an important professional duty of the professional, as it 
combines the fundamental obligations to know the customers with the obligation to know and 
understand the customer's transactions. 
 
*** Description for Cape Verde 
 
....................................... 
 
....................................... 
 
....................................... 
 

4.4. Assessment of internal and external controls and audit         
 measures 
 

4.4.1. Allocation of resources to compliance and audit 
 
* Compliance principle 
 
Banks should establish procedures, and allocate responsibilities to ensure that KYC policies 
and procedures are managed effectively and are in line with local supervisory practice 
 
 
 
** Description for Luxembourg 
 
Article 4 of the 2004 Law against ML and FT requires that: "Professionals shall establish 
adequate procedures of internal control and communication in order to prevent and treat 
operations related to ML and FT". 
 
Requirements in circular 05/211 impose that banks must allocate sufficient resources in order 
to analyze cases where money laundering is suspected or if it appears that a transaction may 
be connected with money laundering. 
 
According to same paragraph of the 2004 Law against ML and FT, every financial 
professional is required to put in place a program of measures intended to combat money 
laundering, including policies, procedures and internal controls. Moreover circular 05/211 
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specifies that the person responsible for the setting up of this program and the adequate 
procedures must be designated among the senior executive management level, given the 
obvious responsibilities. 
 
*** Description for Cape Verde 
 
....................................... 
 
....................................... 
 
....................................... 
 

4.4.2. Enforcement powers by the authorities 
 
* Compliance principle 
 
Compliance with customer due diligence requirements should be subject to monitoring by the 
supervisor, which should include the review of policies and procedures and of customer files, 
and the sampling of some accounts. 
 
 
 
 
** Description for Luxembourg 
 
The Luxembourg Supervisory Authority ensures through periodic checks that banks have 
established appropriated internal control procedures and ensures their effectiveness. 
 
It is required that the long-form audit report must describe the procedures established within 
the bank for the prevention of money laundering as stipulated in the Law of 5 April 1993 on 
the financial sector. The external auditor shall also give an indication of the sample selection 
method used with respect to transactions under review and the percentage coverage of the 
population achieved. In the event of control weakness or non-compliance with the legal or 
regulatory provisions, the latter shall give full and precise details of the case. 
 
 
 
 
*** Description for Cape Verde 
 
....................................... 
 
....................................... 
 
....................................... 
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4.5. Assessment of particular Integrity Standards 

4.5.1. Prohibition of criminals 
 
* Compliance principle 
 
Criminals should be prohibited from holding or controlling a significant investment in a 
financial institution, or from holding any qualified management functions therein, including 
in the executive or supervisory boards, councils, etc. 
 
Laws or regulatory measures should be adopted to prevent, inter alia, criminals from gaining 
control of or holding a significant investment interest or management function in a financial 
institution. 
 
** Description for Luxembourg 
 
As regards the legal requirements in place to prevent criminals from holding a significant 
investment in financial professionals (including subsidiaries and branches) or from holding 
any management functions including in executive or supervisory boards, councils etc, the 
Law of 5 April 1993 on the financial sector provides that authorization for starting business is 
subject to the communication to the CSSF of the identities of the shareholders.  The 
shareholders or members of boards must furthermore be deemed to be suitable, taking into 
account the need to ensure the sound and prudent management of a credit institution. 
 
In practice, the CSSF systematically assesses reputation on the basis of judicial records, 
certificates of good behaviour, affidavits and by means of other evidence that shows that the 
persons concerned have a good reputation and have shown irreproachable conduct. Checks 
with other regulators are carried out where deemed necessary. This legally required "fit and 
proper test" should provide the necessary safeguards to ensure that criminals cannot hold a 
significant interest or any management function in financial professionals. 
 
Furthermore, senior management must possess professional experience deemed to be 
sufficient by virtue of the fact that they have already carried out similar activities at a high 
level of responsibility and autonomy. 
 
The CSSF has developed a set of internal criteria  in order to assess a senior manager's 
professional experience. These criteria relate to a candidate's educational background, to the 
diversity of the accumulated experience, to the professional record etc. Checks with other 
regulators are carried out when deemed necessary, for example where the candidate has 
gained all of his professional experience outside the Luxembourg financial sector. 
 
*** Description for Cape Verde 
 
....................................... 
 
....................................... 
 
....................................... 
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5. Round table discussion: how psychology can help 
identifying the money launderer 
 
 
 
 

Chapter’s context: 
 
 
Let's try to understand how the ML phenomenon works out of the perspective of a criminal. 
What are the components of his psychological way of thinking? 
 
 
 
 
 
 

5.1. The perspective of a criminal 
 
The initiative for money laundering starts with the need of the criminal who wants to hide the 
dark origin of his assets proceeds. That's why we should analyse how a criminal will try to 
operate and what should be the reply of a professional who can be misused as a vehicle for 
both money laundering and the financing of terrorism. 
 
The criminal will try to create DISTANCES between the predicate offence (drug trafficking, 
infringements of the legislation on arms, bribery, procuring, crimes committed in connection 
with a criminal association, etc) and the public use of the proceeds (of crime). 
 
He will have the possibility to create four types of distance, which we will highlight in order 
to show the concrete RESPONSES we will apply from a procedural point of view. 

CHAPTER 
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5.1.1. Distance in Person 
 
The first distance a criminal will try to achieve is a distance in person. He will use a front man 
(also called a gate-keeper) or a shell company. Why? Ask a criminal the question and he will 
tell you: "if I could make USD/EUR  1 million in a fraud thanks to my participation in a 
criminal association, I do not want to place the money in my own name because sooner or 
later it will be obvious to somebody that I'm not worth one million dollars or euros. This will 
explain why I will try to get in confidence with a front man". 
 
Best gate-keepers are those with a professional reputation and honorability: 
 
- financial operations advisers; 
- corporate domiciliation agents; 
- lawyers and notaries; 
- accountants providing company incorporation and management services. 
 
What will be the reaction of a bank in those cases? 
 
The reaction will consist in: 
 
- the verification of the status of the intermediary; 
- the identification of the economic beneficiaries; 
- the verification of the capacity of the domiciliation agent. 
 
As you certainly know, shell-companies are the perfect tool to hide shadow beneficiaries! 
 
But since there exists no single determining factor enabling a company to be qualified as a 
shell or front company, a bank is required to assess in each individual case the situation of the 
legal entity to be identified. 
 
By the way, as bankers we must seek to identify the persons having real control and their 
relation to the primary source of wealth. Where the client is a company, such as a private 
investment company, we have the duty to understand the structure of the company sufficiently 
to determine the provider of funds, and those who have control over the funds e.g. the 
directors and those with the power to give direction to the directors of the company. 
 
Where the client is a trustee, banks will need to understand the structure of the trust 
sufficiently to determine the provider of funds (e.g. settler) those who have control over the 
funds (e.g. trustees) and any persons  or entities who have the power to remove the trustees. 
 
Furthermore, we all know that the "shell companies" in offshore centres allow criminals to 
conduct financial transactions under the coverage of sound banking secrecy regulation. It 
must be noted that the status of these financial centres as tax havens for non-residents attracts 
both serious and criminal investors. Even if both categories can not be mingled it is a fact of 
life, that those havens provide an "impenetrable layer of protection around the real ownership 
of assets". 
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5.1.2. Distance in Geography 
 
The second distance the criminal may try to obtain is the distance in geography because it will 
procure him an immediate anonymity. 
 
By bringing his assets for example in Singapore a Korean criminal will be in a position to 
introduce himself as a consultant or a businessman. Also, he will be out of reach of the 
Korean jurisdiction! 
 
From the perspective of the bank, the policy must be designed in such manner that non-
resident clients must be treated with utmost attention and additional diligence. 
 
Nowadays, internal policies define categories of persons whose circumstances warrant 
addition diligence. This will typically be the case where the circumstances are likely to pose a 
higher than average risk to the bank. 
 
Following categories of persons are indicators for defining them as requiring additional 
diligence: 
 

• Persons residing in and/or having funds sourced from countries identified by   
 FATF or other credible sources as having inadequate anti-money laundering standards 
 or representing high risk for crime and corruption. 
 

• Persons engaged in types of business activities or sectors known to be susceptible to 
money laundering. 

 
• "Politically Exposed Persons" (frequently abbreviated as "PEPs"), referring to 

individuals holding positions of public trust, such as government officials, politicians, 
important political party officials, etc., as well as their close relatives. 

 

5.1.3. Distance in Product 
 
The third distance a criminal seeks for is distance in product. Very often the first proceeds are 
generated in cash; cash must be converted into different types of assets but mostly via a bank 
account. 
 
The main techniques used nowadays for layering are analysed hereafter and are certainly 
well-known to you: 
 
 

• Money-laundering professionals are often involved in frequent purchases and sales of 
transferable securities, precious metals, real estate and art objects and in complex 
dealings with stock, commodity and futures brokers. The extreme volume of daily 
wire transfers and the high degree of anonymity available are considerably reducing 
the chances of theses transactions being traced by financial institutions and law 
enforcement agencies. 
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• Money launderers change bank deposits into alternative and anonymous payment 
instruments such as cheques and traveller cheques. Traveller cheques  are accepted by 
many financial  institutions around the world and are issued in various currencies. 

 
 

• The insurance sector may also be misused during the layering of illegal funds. The 
money launderer purchases a life assurance policy with large cash surrender benefit. 
Cash is paid in for the premium. Shortly after receiving the policy, the launderer 
surrenders it and requests the payments to be made. 

 
• The criminal may arrange for business loans to be granted by means of money held in 

offshore accounts and lent to an onshore legal entity of which he is the beneficial 
owner. Various loan techniques exist in this respect, the most common being the use 
of back-to-back loans. 

 
 
Banks will try to answer via: 
 
- Monitoring Programs 
 
The primary responsibility for monitoring account activities lies with the account manager. 
He will be familiar with significant  transactions of his customers. His awareness will be 
supported through the use of Automated Systems. 
 
- Control responsibilities 
 
A written control policy must exist in order to establishing standard control procedures to be 
undertaken by the various "control layers" (account manager, branch manager, independent 
operations unit, Legal, Compliance, Internal Audit). The control policy must cover issues of 
timing, degree of control, areas to be controlled, responsibilities and follow-up, etc. 
 
- Keeping long-standing transactions data-bases 
 
- Development of customer profiles (in the next future). 
 

5.1.4. Distance in Time 
 
Most intelligent criminals will undertake all their efforts in order not to show evidence of 
wealth when the prosecutors are on duty and searching for them. 
 
As we all know, time helps to forget what happened, witnesses are disappearing and money 
can be enjoyed! 
 
That's why distance in time is very useful to criminals. 
 
For a  bank, this means for instance that Dormant Accounts becoming suddenly active should 
alert the attention. 
 
A bank's answer will consist in: 
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- Automated Systems tracking and freezing dormant accounts; 
- A follow up of the customer's profile which is liable to change over time. 
 
This opens the floor on the difficult duty for a retail bank to regularly update the data 
concerning the customer's situation. 
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6. Description of complex ML scenarios 
 
 
 
 

Chapter’s context: 
 
 
This chapter highlights two of the most difficulty identifiable ML mechanisms: 
 
- Alternative remittance systems 
- Trade-based ML 
 
 

 
 
 

6.1.. Money laundering through Alternative Remittance Systems 
(ARS) 
 
One reason that money laundering continues to plague specially different parts of the world  
despite an increased legislative response, is the typical presence of Alternative Remittance 
Systems (ARS). 

 

6.1.1. The context of "ARSs" 
 
The ethnic or "underground" banking systems of both the Asia/Pacific region, used for 
centuries as legitimate banking services in the region, have emerged as effective, efficient 
vehicles for laundering money. The very nature of these alternative remittance systems 
(ARSs) makes them uniquely able to conduct sizable currency transactions unhindered by 
current worldwide anti-money laundering efforts. Any attempt to formulate effective 
countermeasures must therefore flow from an understanding of their nature. 
 



 63

The following lines constitute an effort to better understand the operation of alternative 
remittance systems. Comprehension of the basic characteristics of ARSs generates an 
understanding of their popularity as a money laundering method. 
 
The most basic, underlying characteristic common to the long-standing ethnic banking 
systems is a strong cultural sense of honour and trust. A powerful sense of community and 
familial identity underscores many of the region's cultures, and translates to an ethnic sense of 
affiliation and obligation in both the home communities and in immigrant communities 
abroad. These cultural ties are the pillars of every transaction! 
 
Ethnic bankers are often members of old, established banking families and are well known, 
powerful, and respected within their community. They are connected through a network of 
similar bankers in corresponding ethnic communities around the globe. Each banker enjoys a 
private reserve of cash, from either personal wealth or involvement in a cash-intensive 
business. Alternative remittances essentially involve one ethnic banker delivering money 
from his private reserve at the request of an ethnic banker in another country who is serving a 
client. 
 
Although the client wishes money be sent to a distant location, no money crosses a border 
physically and no money enters the conventional banking system. The transaction rests upon a 
single communication between bankers and is often not recorded or guaranteed by written 
contract. The trust between the two bankers secures the debt and allows the debt to stand, with 
no legal means of reclamation. In some cases, the trust between client and banker allows the 
money to be delivered to its destination even before payment is requested of the sender. 
 
The debt between the two bankers is eventually cleared, either by remittances requested in the 
reciprocal direction or through a variety of money movement methods. Payment is 
guaranteed, however, because a broken trust is tantamount to community ostracism--which 
constitutes economic suicide for an ethnic banker. 
 

6.1.2. The functioning of ARSs 
 
The following fact pattern lays out a typical transaction: 
 
In country A, a client hands over a sum of money to an ARS broker and requests that the 
equivalent amount (usually in the currency of the receiving country) be sent to a designated 
recipient in country B. The sending broker relays all the necessary information concerning the 
transaction to a counterpart broker in country B either through telephone, facsimile, or email. 
At this stage of the process, a “collection code” is agreed upon between the two brokers. The 
broker in country A will then communicate this code to the client, who, in turn, will relay it to 
the designated recipient in country B. The broker in country B will give the money to the 
recipient upon presentation of the collection code. If the sending client is also the recipient, he 
would have to present the code to the counterpart broker, upon arriving in country B before 
the money could be released to him. In many cases, the payment will be made by the 
counterpart broker to the designated recipient within hours after the request to remit money 
was placed by the client in country A. The income of the broker from the transaction may 
come from charging a commission ranging from 0,25% to 1,25% of the amount involved or 
from disparities in currency exchange rates. 
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ARS offer several business advantages over formal remitters such as Western Union and 
MoneyGram, including the following: 
 

 A formal remitter will charge the sender approximately 10-20% of the total amount 
transferred whereas an ARS will typically charge 0,25%-1,5%, if any commission at 
all; 

 Formal remitters provide service to larger population centers while ARS provide 
service to the same, as well as to remote areas of the world; 

 Transfers initiated by formal remittance agencies typically take days if not weeks, 
whereas ARS transactions are conducted within hours with at-home pick-up and 
delivery services, and 

 Recipients must present identification when receiving transfers at a formal agency, 
whereas ARS only require an anonymous code for receipt of funds. 

 
All of these factors make ARS attractive to lawful individuals as well as to money launderers. 
In addition, money launderers are drawn to ARS for the unparalleled confidentiality that they 
offer, allowing them to conduct transactions in near anonymity. 
 
 

6.1.3. Emergence of ARS as a Money Laundering Method 
 
Extensive emigration from both Asian and African continent, (but also from the Eastern and 
Balkanic Regions) has resulted in a worldwide network of ethnic communities. Although 
overseas, these immigrants retain strong ties with their home countries. Often these ties 
translate to a sense of obligation to support relatives back home. Many of these immigrants 
also bring with them a fundamental mistrust of governments and official banking systems. 
Consequently, instead of the conventional banking system, ethnic banking systems are relied 
upon to remit their earnings to relatives in the home nation. 
 
The popularity that ethnic banking enjoys with the criminal economy is due to several 
important factors. The first is the abundance of cash-intensive criminal proceeds which are 
present in the concerned region. The second and most compelling reason is that traditional 
avenues for laundering these proceeds have become increasingly restricted. Recent worldwide 
legislative efforts have made it slightly more difficult to launder large amounts of cash in the 
conventional banking system. In contrast, alternative remittance systems are not regulated and 
can handle large cash transactions without leaving a paper trail. Ethnic banking systems are 
also popular because of their ability to serve remote locations. Their ability to remit back to 
isolated villages works to the advantage of drug producers wishing to transfer funds out of 
those same areas. 
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    SUMMARY BOX 
 
Alternative remittance systems function in an entirely legal capacity when they remit the 
legitimate earnings of immigrant communities but it has appeared that they are increasingly 
being used in tax evasion and money laundering services for the criminal economy. 
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6.2. Trade-based Money Laundering 
 
Trade-based money laundering covers a variety of schemes that enable the cash to be 
separated from the crime early in the money laundering process. The most common method 
works by manipulating trade documents to over or under-pay for imports or exports, and 
using criminal proceeds to buy precious goods. 
 
6.2.1. Over and under-evaluation of goods and services 
 
An over-valuation scheme involves the presentation of an invoice that overstates the true 
value of the related merchandise. In this case, the importer pays more for the merchandise 
than it is truly worth, providing the justification for the importer to move money offshore, 
ostensibly in payment for the imported goods. An under-valuation scheme is the same thing in 
reverse. An importer receives merchandise that is worth more than declared in the invoice. 
When the importer sells the under-valued merchandise, he receives more than the value 
reflected in the official documentation. If the transferred value represents illicit proceeds, the 
result is money laundering. In addition to beeing a money laundering method, businesses have 
attempted to over-and under-value trade goods in an effort to dodge government trade duties, 
taxes, or other fees based on the value of the merchandise sent or received. 
 
 
 

6.2.2. Multiple invoicing of goods and services 
 
By issuing more than one invoice for the same international trade transaction to justify 
multiple payments for the same shipment of goods or delivery of services. The complexity of 
these transactions can be enhanced to deter detection by employing a number of different 
financial institutions to make the additional payments. Also, using this technique, there is no 
need to misrepresent the price of the goods or services on the invoice. 
 

6.2.3. Over and under shipment of goods and services 
 
This happens by overstating/understating the quantity of goods being shipped, or by not 
shipping any goods at all and just producing documents to evidence such “phantom” 
shipments, which they may get banks to accept the founds.  
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6.3. Some examples of trade-based money laundering typologies 
 
 
Based on FATF reports on money laundering typologies published recently,  I would propose 
to comment on some examples of underlying mechanisms of money laundering. 

 
 
 
 
 
 
 
 
CASE STUDY 9 
 
 
 
 
 
 
 
 
 
 
 
CASE STUDY 11 
 
 
 
 
 
 
 
 
 
 
 
CASE STUDY 12 
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6.4.FATF’s identified Red Flags for trade-based money laundering 
 
In complex cases, any one or all of these techniques may be used to 
 

- hide ML; 
- defraud banks. 

 
In the field of trade-based banking activities it is of utmost importance to know that the 
boarder between fraud and ML is very narrow! 
 
Trade-based banking activities are often handled by letter of credit. It is clearly understood 
under terms of UCP 600 that a bank’s obligation is defined only by the terms of the letter of 
credit and that the banker only deals with the documents, not the goods. However, and as no 
bank wants to be defrauded or get caught up in financing money laundering, there is a 
growing tendency by banks to make discreet independent checks in an effort to protect 
themselves. 
 
The best way to do this is to get an independent expert to check suspicious documents, but 
first suspicious elements should be found out. 
 
The FATF report lists the following trade-based money laundering “Red Flag” indicators, 
which should form part of a basic check list: 
 

- Significant discrepancies between the description of the goods on the bill of lading (or 
invoice) and the actual goods shipped 

 
- Significant discrepancies between the value of the commodity reported on the invoice 

and the commodity’s market value 
 

- The size of the shipment appears inconsistent with the scale of the exporter or 
importer’s regular business activities 

 
- The type of commodity being shipped is designated as “high risk” for money 

laundering activities. For example, high-value, low-volume goods (e.g. consumer 
electronics), which have high turnover rates and present valuation difficulties. 

 
- The type of commodity being shipped appears inconsistent with the exporter or 

importer’s regular business activities 
 

- The shipment does not make economic sense. For example, the use of a forty-foot 
container to transport a small amount of relatively low-value goods 

 
- The commodity is shipped to (or from) a jurisdiction designated as “high risk” for 

money laundering activities 
 

- The commodity is transhipped through one or more jurisdictions for no apparent 
economic reason 
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- The method of payment appears inconsistent with the risk characteristics of the 
transaction. For example, the use and an advance payment for a shipment from a new 
supplier in a high-risk country 

 
- The transaction involves the receipt of cash (or other payments) from third party 

entities that have no apparent connection with the transaction 
 

- The transaction involves the use of repeatedly amended or frequently extended letters 
of credit 

 
- The transaction involves the use of front (or shell) companies. 
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7. Description of the terrorism financing phenomenon 
 

7.1. Darkening of clean money 
 
After intensive analysis it appeared that in the months before the terrorist attacks of 
September 2001, Al Qaeda operated like a multinational conglomerate by centrally funding a 
specific activity. They moved the relatively small amount of USD 300.000 through charities 
and alternative remittance systems and were able to exploit the Western banking system with 
wire transfer and credit  cards. 
 
But what kind of money did they really mobilize? 
 
To be honest it seems that terrorists achieve to mobilize two kinds of monies! 
 
First, terrorism is financed through crime, so it is criminal money we have to look for in a first 
stage. 
 
Secondly, it appears that in some case of terrorism financing schemes, people which are 
involved will try to "darken" the clean origin of money! Let's take following example: 
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Imagine a charismatic woman which is in reality affiliated with a terrorist group and lives in a 
country that has some spectacular but endangered archeological sites, a fact she decides to 
exploit. The lady decides to approach a well known professor, director of a charity which is 
dedicated to protecting ancient remains, and she will explain that she needs funds to support 
her work to preserve her country's heritage. The professor is persuaded and arranges to send 
her money. 
Later on it will be noticed that very little of it is used for "charitable" purposes because the 
majority of the money is given to the terrorist group. 
But that's not all! Worse has to come!  
 
Imagine a wealthy friend of the lady who feels sympathetic to her cause (the terrorism 
funding), would like to make a generous donation. 
 
The lady will advise him to approach the professor who will gratefully and innocently accept 
the funds. Once again the professor will transfer the money to the lady who will pass most of 
it on to the terrorist. 
 
 
 
Here we have seen a case of so-called "darkening" of money which has been earned honestly 
but which has to be "darkened" in order to hide the real identity of the supporter of the 
terrorist activities. And if it all would come out later, the first target of the police would be the 
naïve professor and his charity dedicated to protect old archeological sites! 
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7.2.  Misuse of Non-Profit Organisations (NPOs) in Support of 
Terrorist Financing 
 
 
In previous FATF typologies exercises, experts have discussed the potential misuse of non-
profit or charitable organisations in support of terrorist fundraising. While it was clear that 
some non-profit organisations (NPOs) had played a role in terrorist financing in the past, the 
extent and nature of this role were not clear. From the examples examined in last year's 
exercise, it appeared that the role of NPOs is either as a means of raising funds for terrorist 
groups and/or serving as a cover for moving funds in support of such activity. 
 
The voluntary or charitable sector can be described as one of key providers of certain services 
to society, together with the public and private sectors. Non-profit and charitable 
organisations, associations and foundations touch almost all aspects of life including 
education, health, religion, human rights, social justice, humanitarian causes, environment, 
the arts, culture, sports and recreation. 
 
The potential misuse of NPOs by terrorist groups can take many forms. One possibility is the 
establishment of an NPO with a stated charitable purpose but which actually exists only to 
channel funds to the terrorist organisation. Another possibility is that an NPO with a 
legitimate humanitarian or charitable purpose is infiltrated by terrorists or their supporters. 
Once in key positions within the organisation, some of the funds collected for ostensibly 
legitimate charitable causes can be diverted to direct or indirect support of the terrorist 
organisation. In this latter case, it is often without the direct knowledge of the donors and, in 
some cases without the real knowledge of members of the staff and management of the NPO 
itself. Still another possibility is for the organisation to serve as an intermediary or cover for 
the movement of funds - usually on an international bases. In some cases, the NPO support 
function could also extend to the movement and logistical support of the terrorists themselves. 
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Example presented by the FATF of a NPO used in order to channelling terrorist funds 
 
 
An on-going criminal investigation into a network of foundations (at least 215 NPOs) 
established by the members of a particular immigrant community revealed that the network 
was transferring large sums of money regularly to a few accounts in another country. 
Suspicious transaction reports from the banks were triggered by the unusually high amount of 
the transactions in comparison with the stated purpose and activities of the foundations. After 
an initial analysis, it became clear that one of the beneficiaries of the transactions carried out 
by these organisations was a company contained in the UN Security Council list of designated 
persons. The FIU forwarded the case for further investigation by law enforcement agencies. 
 
Although the stated purpose of these foundations was charitable, the size and frequency of the 
transfers (both through regular bank accounts and by using money transfer services) were 
difficult to explain. Over a 3-year period, the 35 NPOs sent over USD 160 million overseas. 
The network consisted of a sizable number of foundations spread throughout the country, with 
a concentration in cities with a large presence of the same immigrant community. The 
ongoing criminal investigation concluded that the NPOs were  most likely a cover for an 
alternative remittance system. Although it is still too early to draw a clear conclusion about 
the source and destination of the funds of this network, there is at least the possibility that the 
funds were raised within this immigrant community with the deliberate intent to support 
terrorist acts. 

 
 
 

7.3. Links between finance and terrorism 
 

7.3.1. Difficult issue due to decentralisation of terrorism initiatives 
 
Instead of being a "multinational" terrorist conglomerate, Al Qaeda shows to be much more 
dangerous because it is a brand name. Any zealot, anywhere in the world may consider that 
time has come to transform himself in a self-proclaimed terrorist! 
 
What's more is the fact that a terrorist event costs almost nothing. For example the first attack 
on the World Trade Centre in 1993 supposedly cost USD 25.000. The money, which funded 
the planning of the attack was stolen through credit card and other types of low-level fraud! 
 

7.3.2. Links between Intellectual Property Crime (IPC) and terrorism                  
financing 
 
Following Interpol it appears that criminality committed in the sphere of intellectual property 
rights is a new method used for funding terrorists groups. Here are some cases (made public 
by the International Chamber of Commerce) that illustrate these activities: 
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 In October 2003, Lebanese police discovered containers in Beirut loaded with 
counterfeit brake pads and shock absorbers purportedly manufactured by a German car 
producer worth around $ 1.2 million on the street. Enquiries revealed that, had they 
not been intercepted, the profits from these goods were destined for Hezbullah. 

 
 In 2002, police of Northern Ireland seized in excess of $ 11 million worth of 

counterfeit products. Although they are not sure how much of the money generated in 
this way goes to terrorist groups, they do know that paramilitary groups are involved 
in counterfeiting along with criminal groups. 

 
 In 2000, a counterfeit CD plant in Russia was raided. The plant was run by Chechen 

criminals who then remitted funds to Chechen rebels. The average monthly earnings 
of the plant were estimated at between $ 500,000 to $ 700,000. 

 
There are several examples of indirect funding, where sympathisers are involved in IPC and 
use some of the funds generated to support a terrorist group. 
 
In Europe, a militant activist known for his activities in radical fundamentalist organisations 
was recently convicted of trafficking in counterfeit goods. Others support their cause by 
passing money raised from illicit activity in the form of charitable donations to Mosques, 
Imans or non-profit organisations sympathetic to the cause. This money is predominantly 
cash-based, leaving no paper trail or way of verifying its origins or final destination. 
 
 
 

Based on these and other cases it should be clear that 
 
* It is generally true that terrorist groups have multiple sources of funding: direct and 

indirect; licit and illicit, with one illicit activity being the money generated by IPC. 
 
* Most terrorist groups do not, in general, take responsibility for the development and 

control of counterfeit production and distribution. Rather, they benefit indirectly from funds 
remitted to them from sympathisers and militants involved in IPC. 

 
* IPC is likely to become an even more important source of terrorist financing in the 

future. 
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8. Description of the corruption phenomenon 

 

8.1. Case study 
 
Let's start this chapter with the analysis of the 2 following cases which were described by the 
International Chamber of Commerce during the 8th Annual Economic Crime Lecture 2008:  
 
 
 
 
 
 
 

 

 
 

 
 
 

 
 

 
 
 
 

Siemens case 
 
Between 2006 and 2007, the electronics giant Siemens, with a current turnover of EUR 72 billion and a 
workforce worldwide of 450,000, had to face a steadily more alarming set of reports into several slush funds 
maintained  for the purpose of bribery. These were uncovered by several investigating agencies including the 
Public Prosecutors’ Office in Munich and the investigative arm of the SEC in the US. The two cases critical to 
the company’s public profile were: the payment of EUR 6 million between 1999 and 2002 in bribes to the Italian 
energy utility Entel; and the identification in 2007 of a fund of EUR 420 millions devoted to the same purpose 
on a multinational basis. The first led to the successful prosecution in 2006 of two senior executives – Andreas 
Kley and Horst Viegener. The second led to the announcement by the SEC – since Siemens stock is quoted on 
the NYSE – in March 2007 that it would be investigating the EUR 400 million maintained for corrupt purposes. 
 
As frequently happens in such cases, the company’s most senior members had denied in 2006 all knowledge of 
such funds, and were treated by the Munich State Prosecutor’s Office as witnesses rather than defendants. More 
and more information came to light, largely through an exhaustive survey by KPMG that identified at least 20 
recipients of bribes paid by the company – from Cyprus, to China to Switzerland.  Both Chairman Heinrich von 
Pierer, and Chief Executive, Klaus Kleinfeld, were obliged to resign, regardless of their undoubted business 
competence. The appointment of Gerhard Cromme as Chairman in March 2007 was to herald a new era. 
 
However, the burden of the past has proved too heavy to go away. At a shareholders’ meeting in January 2008, 
Gerard Cromme said that negotiations with the SEC would commence shortly with the aim of “reaching a 
comprehensive and fair settlement”. Many observers thought that the consequent fine could be between $ 2 
billion and $ 5 billion. Some of the information, which led to the necessity for this negotiation, resulted from an 
amnesty for forty senior Siemens employees, who effectively blew the whistle on senior managers and 
executives. In this context, the new Chief Executive, Peter Loscher, has said that the total  of identifiable funds 
paid in bribes in more than 20 countries may have been as much as $ 1,6 billion. 
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BRITISH AEROSPACE (BAE) Case 
 

In the UK, and in the context of the 
monitoring of the OECD Convention, a 
huge amount of interest in 2007 and 2008 
has focused on the BAE case and the sale 
of Tornado fighter planes with related 
equipment and services. The deal was 
originally signed with the government of 
Saudi Arabia by Prime Minister Thatcher 
in 1985, and further sales were confirmed 
under a third phase (Al salaam) in late 
2007. 
 
These arrangements were subject to 
controversy from inception, and in 1989 
the UK’s National Audit Office carried 
out an audit, which although scheduled to 
be presented to the Parliamentary 
Accounts Committee, was withdrawn and 
never made public. In 2004, the UK 
Serious Fraud Office (SFO) began an 
investigation into false accounting on the 
part of BAE. In 2006, The Guardian 
newspaper published the results of an 
examination of papers that had become 
available from the National Archives 
under the Freedom of Information Act. 
These confirmed that close to £ 1 billion 
derived from the sale of  Eurofighters had 
been routed through accounts held by the 
Bank of England and indirectly by the 
Ministry of Defence into an account in 
Riggs Bank in Washington DC, which 
could be accessed by Prince Bandar, the 
son of the Saudi Minister of Defence. 
Apart from this mechanism to which the 
UK government was a party, other 
corporate arrangements had been set up 
by BAE to provide personal benefits to 
Saudi nationals involved in the project. 

By late 2006, SFO investigations led to 
accounts maintained in Switzerland 
and to an announcement by the Swiss 
Government that it was investigating 
Saudi owned Swiss bank accounts. 
This triggered intense pressure from 
officials in the Saudi government, 
notably by Prince Bandar himself, to 
have the investigation suspended – to 
which Prime Minister Tony Blair 
succumbed in December 2006, citing 
the potential end to exchange of 
information on potential terrorist 
activities. Subsequently the DoJ, the 
SEC and the Swiss authorities have 
announced that they are investigating 
these accounts. 
 
 A judicial review in March 2008 of 
the legality of the SFO’s decision to 
suspend the investigation led to a High 
Court finding that it had failed in its 
responsibilities, which in May 2008 
was the subject of an appeal by the 
SFO. The latter has confirmed that 
ever since the suspension of the 
investigation it continues to investigate 
five other cases involving BAE. In one 
of these, involving a civil/military air 
surveillance system in Tanzania, a 
middleman has already admitted 
receiving 40 % (£ 12 million) of the 
contract value in agent’s fees, paid into 
an account in Switzerland. 
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8.2. The Corruption Phenomenon 
 

• Definition and forms 
 
One of the most general definitions for corruption is "the use of public office for private 
gain". A wide-spread definition in the literature sums up corruption as: 
 
 "a behaviour which deviates from the formal duties of a public role because of private-
regarding (personal, close family, private clique) pecuniary interests or status-gains; or 
violates the rules against the exercise of certain types of private regarding behaviour". 
 
 
There are many punished and unpunished forms of corruption: 

- handling-out of bribes in form of cash money. 
- secret contributions to political purposes 
- contributions to election campaigns with subsequent pay-back with state 
 positions and jobs 
-    secret conduction of privatization 
- granting of tax and customs privileges 
- transfer of state officials (immediately after retirement) to positions as presidents 

of  their   “own " banks and corporations 
- corruption abroad through mixing civil service and commercial activity 
-    corrupt lobbying 
- corrupt favouritism 
- corrupt protectionism 
 

• Public versus private corruption 
 
 
• Active versus passive corruption 

 
 

• Remedies to corruption 
 
What can be done? 
 
The possible remedies for corruption may be the followings: 
- aggressive, but honest and accountable, law enforcement; 
- careful political oversight of the bureaucracy; 
- judicial and bureaucratic institutions that are independent of political abuse, and open and  
 
- accountable to society at large; 
- transparency in government and business dealings; 
- proper training and realistic salaries for civil servants; and 
- the cultivation of sustained political will and leadership from the top. 
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These anti-corruption strategies are aimed primarily upon controlling the intersections 
between wealth and power. 
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8.3. Existing links between corruption and money laundering 
 
Following article shows clearly in howfare corruption and money laundering are closely 
linked.  
 
 

Africa: Loose legal controls and corruption 
fuel money laundering 
 
“Africa is struggling with war, disease, drought, hunger and a few despots thrown in the mix. If you ask African 
countries to spend money on poverty alleviation or to prevent money laundering, which would the countries 
wish to attend to first?” asks Bart Henderson, president of the South African Institute of Corporate Fraud 
Management. 
 
But such attitudes belie a serious problem: money laundering has reached the highest levels of government. Take 
Zimbabwe’s former finance minister Christopher Kuruneri who took suitcases of cash out of the country to build 
up a very attractive portfolio of luxury villas in an exclusive beachfront area of Cape Town while his country 
faced political and economic meltdown. Other current and previous Zimbabwean cabinet ministers are also 
undestood to have used diplomatic bags and lax banking oversight to build up impressive stakes in South 
Africa’s booming property and luxury vehicle markets. 
 
And it is not just Zimbabwean politicians who are involved in such shenanigans, of course, although South 
Africa police are making some headway against such commercial crime. Nigeria’s former governor of Bayelsa 
state Diepreye Alamieyeseigha, for instance, has lost his block of luxury apartments in South Africa in the last 
few months. South African police were ordered to seize the property after Alamieyesigha skipped bail in London 
while facing charges of corruption back in Nigeria. The equivalent of US$ 3,2 million was found in cash and 
bank accounts in the UK in his name. 
 
Even casual followers of corruption know Nigeria is a financial crime hotspot and it notably remains Africa’s 
money laundering sore point. The west African state has been singled out by the global anti money laundering 
body the Financial Action Task Force on money laundering (FATF) as its solde official African blacklisted 
country under its Non-Cooperative Countries and Territories Initiative (NCCT). The only other country currently 
blacklisted is the secretive state of Myanmar. 
 
FATF is pressing the Lagos government to give teeth to its new Money Laundering (Prohibition) Act and the 
Economic and Financial Crimes Commission (Establishment) Act and pursue money laundering investigations 
and prosecutions. An effective system for bank inspections is also needed. South African police also want to 
know that happens to all the money earned in South Africa’s urban drugs trade, which is dominated by Nigerian 
criminal gangs. 
 
(Commercial Crime International Review – ICC – April 2006) 
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9.  Mobilisation against money laundering on an 
international level 
 

9.1. Introduction 

 
Given the lack of success in the fight against drug addiction through action directed at the 
addicts themselves, dealers and smugglers, and despite some spectacular operations, the 
international community has decided to turn its attention to another facet of the trade: money, 
i.e. income. 
 
Let's emphasize on the reasons why to mobilize against money laundering and why to adopt a 
behaviour in favour of compliance: 
 
 
 ♦ Money laundering motivates further criminal activity. 
 
 ♦ Money laundering can destabilize governments. 
 
 ♦ Money laundering undermines financial markets. 
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The first foremost significant legal step in order to mobilise against money laundering has 
been the Vienna Convention, which was the result of about 80 years of effort. This text will 
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The first foremost significant legal step in order to mobilise against money laundering has 
been the Vienna Convention, which was the result of about 80 years of effort. This text will 
be highlighted in the next point. Afterwards, we will comment on the Recommendations of 
the FATF and we will also pay attention to the U.S.Patriot Act. 
 
 
 

9.2.  The United Nations Convention against the illicit trade in 
narcotics-known as The Vienna Convention 

 
The Vienna Convention which was approved November 19,1988, can by all means be 
regarded as the milestone in the fight against narcotics and it is the result of almost 80 years 
of efforts in this field. 
 
The Vienna Convention can also be considered as the starting point of “Compliance 
enhancing procedures” 
 
As you certainly know, Cape Verde ratified the Vienna Convention  which is directly 
applicable in Cape Verdeese law. 
 

9.2.1. The Background of the Vienna Convention 
 
The adoption of the Convention resulted from the deep concern caused by the magnitude of 
the rising trend in illicit production of drugs as well as the demand for drugs and the traffic in 
narcotics and psychotropic substances. 
 
The convention,  being aware that illicit traffic generates large financial profits, is determined 
to eliminate the root causes of the problem. 

 

9.2.2. The offences and sanctions: 
 
 ♦ Each nation shall adopt such measures, as may be necessary to establish as 
 criminal offence under its domestic law, when committed intentionally: 
 
 The production, the manufacture, the extraction, the preparation, the sale, the 
 distribution, the brokerage, the dispatch, the transit, the transport, the importation, 
 the exportation of narcotic drugs, but also the cultivation, the possession or the 
 purchase, the conversion or the transfer of property - knowing that such property is 
 derived from any offences mentioned above - and equally, the concealment or 
 disguise of the true nature, the source, the location, the disposition and the 
 movement, of narcotic drugs. 
 
 
 ♦ Each nation shall take sanctions, which take into account the grave nature of  
 these offences, such as imprisonment, pecuniary sanctions and confiscation. 
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9.2.3. Measures to eradicate illicit cultivation of narcotic plants and to 
eliminate illicit demand for narcotic drugs and psychotropic substances: 
 
It is interesting to take note that the adhering Countries should take appropriate measures to 
prevent illicit cultivation of and to eradicate plants containing narcotic or psychotropic 
substances, such as opium poppy, coca bush and cannabis plants, cultivated illicitly in its 
territory. The measures adopted shall respect fundamental human rights and shall take due 
account of traditional licit uses, where there is historic evidence of such use, as well as the 
protection of the environment. 

 

9.2.4. Conclusion 
 
Since 1988, the Vienna Convention of the UN adopted a number of proposals: 
 
- An obligation to "criminalize" the laundering of money derived from drug trafficking   
 
- Extradition between signatory states in money laundering cases 
 
- Co-operation in administrative investigations 
 
- The principle that banking secrecy should not interfere with criminal investigations in the 
context of international co-operation. 
 
In the meantime, while 80 nations agreed to these principles - 80 is less than half of the UN 
membership - many still need to ratify the agreement! 

 

9.3. The statements of the Basle Committee on Banking 
Regulations 
 
 
The Central Banks have issued several statements on a need for an international set of 
principles, to overcome differences in the practical implementation of supervisory regimes in 
each member country.  
 
The procedures call for a need to proceed to customer identification, to put in place 
compliance laws and regulations pertaining to financial transactions and refusal to assist 
transactions which appear to be associated with money laundering and co-operation with law 
enforcement agencies. 
 
The statements of principles generally insist on ethical principles, which encourage banks' 
management to put in place effective procedures to ensure that all persons conducting 
business with their institutions are properly identified and that transactions, which do not 
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appear legitimate are discouraged. The co-operation with the law enforcement agencies is to 
be achieved. 
 
These statements are not legal documents, and their implementation will depend on national 
practice and law. 
 
 

9.4. The Recommendations of the Financial Action Task Force 
(FATF) 
 

9.4.1. Introduction 
 
To support the obligations set out in the Vienna Convention, the FATF (also known under its 
French name Groupe d'Action Financière sur le blanchiment de fonds-GAFI) was launched by 
the 7 most industrialized countries (G7) in 1989. It is based at the Organization for 
Cooperation and Development in Europe (OCDE) in Paris. At the beginning it counted 26 
nations and nowadays 32 countries♦ are declaring their willingness to share the FATF 
strategy. These 32 countries had to succeed in assessment tests and mutual evaluations and it 
is interesting to note that two of the last countries to be admitted as full members of FATF 
were South Africa, the Russian Federation and China. 
 
The FATF also supports the formation of regional anti-money laundering (AML) bodies or 
the collaboration with existing bodies which serve as focal points for AML initiatives in their 
respective regions. 
 
The FATF recommendations address a wide range of issues that are essential to any effective 
programme to combat money laundering. 
 
They cover the legal, financial, regulatory, law-enforcement and international action that 
governments should take to combat money laundering. These recommendations, which were 
initially drawn up in 1990 and revised both in 1996 and 2003, have become an internationally 
accepted benchmark in this area. 
 

9.4.2. Country classification process 
 
 
In its basic philosophy the FATF intends to classify the countries of the world in different 
categories by virtue of their adherence to the Recommendations: 
 
 
 
 
 
- First category:FATF Member Countries 

                                                 
♦ 32 plus 2 other members: the Gulf Cooperation Council and the European Commission. 
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- Second category: Non Cooperative Countries and Territories 
 
- Third category: Sanctioned Countries (application of counter-measures) 
  
Furthermore the set-up and the monitoring mechanism of the FATF is based on a mutual 
evaluation procedure linked with the publication of an annual public report. The purpose is to 
put moral pressure on a government in order to achieve that some practical steps  are indeed 
being taken, in line with the goals of the FATF members. 
 
The FATF has set itself the goal to evaluate the laws and mechanisms put in place against 
money laundering of member countries. For instance, Luxembourg was audited early 1998 
and 2001. 
 
 
 
But what is even more interesting in the context of FATF classification is the so-called 
"blacklist" of Non Cooperative Countries and Territories (NCCT).  
 
Such a blacklisting policy can be both applicable for FATF member countries as for countries 
put under scrutiny without being a FATF member. The goal of this process is to reduce the 
vulnerability of the financial system to money laundering by ensuring that all financial centres 
adopt and implement measures for the prevention of money laundering. 
 
The NCCTs exercise can be considered as an efficient tool. Of the 23 jurisdictions ever 
designated as NCCTs, no one remains confirming that this initiative triggered significant 
improvements in anti-money laundering systems throughout the world and demonstrates the 
continued willingness and commitment of countries to improve their AML systems. 
 
Since 2001, the FATF has not reviewed any new jurisdictions under the NCCT process. 
However, the FATF continues to monitor for weaknesses in the global financial system that 
could be exploited for money laundering or terrorist financing purposes. This explains that 
FATF expressed in 2008 its concerns considering the attitude of Iran, Ouzbekistan, Northern 
part of Cyprus for their deficiencies in AML/CFT regulations. 
 
It is interesting to note what FATF considers as the 25 criterias of non-co-operation. 
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They can be summarized as follows: 
 
 
 ♦ Loopholes in financial regulation 
 
 
 - No or inadequate regulations and supervision of financial institutions; 
 
 - Inadequate rules for the licensing and creation of financial institutions, including 
 assessing the backgrounds of their managers and beneficial owners; 
 
 - Inadequate customer identification requirements for financial institutions; 
 
 - Excessive secrecy provisions regarding financial institutions; 
 
 - Lack of efficient suspicious transactions reporting system; 
 
 
 ♦Obstacles raised by other regulatory requirements 
 
 
 - Inadequate commercial law requirements for registration of business and legal 
 entities 
 
 - Lack of identification of the beneficial owner(s) of legal and business entities 
 
 
 ♦Obstacles to international co-operation 
 
 - Laws or regulations prohibiting international exchange of information between 
 administrative anti-money laundering authorities or not granting clear gateways or 
 subjecting exchange of information to unduly restrictive conditions. 
 
 - Prohibiting relevant administrative authorities to conduct investigations or 
 enquiries on behalf of, or for account of their foreign counterparts. 
 
 It seems evident that most countries will not want to end up on the FATF black-
 list of Non Cooperative Countries and Territories (NCCT), which can include any 
 country, especially as in the future a closer cooperation between FATF, World 
 Bank and the International Monetary Fund can bee foreseen. That would lead in 
 the future not only to being "cold-shouldered" by the international financial 
 community, but also to disqualification from these two institutions loan 
 programmes. 
 
 Concerning finally the sanctioned countries, there are no remaining countries. 
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9.4.3. Analysis of the Revised Forty FATF Recommendations 
 
As already mentioned, on June 20, 2003 the FATF updated for the second time the Forty 
AML Recommendations and it comes to evidence that this update is much more then simply 
cosmetic; before the recommendations were broad, now they are a lot more specific!  
 
The revised recommendations expand the customer due diligence process for financial 
institutions. Customer due diligence must be increased in relation to politically exposed 
persons, cross-border correspondent banking, new or developing technologies, and unusually 
large transactions or unusual patterns of transactions. Special attention must be given to 
business relationships and transactions with persons, companies or financial institutions from 
countries that do not or insufficiently apply the FATF Recommendations. On the other hand, 
countries may decide that financial institutions can apply reduced or simplified measures 
where there are low risks. 
 
The revised Forty Anti Money Laundering Recommendations call on countries to take 
measures to prevent the unlawful use of legal persons and arrangements by money launderers. 
In this respect there should be adequate, accurate, and timely information on the beneficial 
ownership and control of legal persons, and on the settler, trustee and beneficiaries of trusts. 
Shell banks should not be permitted. 
 
Furthermore, the anti-money laundering measures have been extended to designated non-
financial business professions such as casinos, real estate agents, dealers of precious metals or 
stones, accountants, lawyers, notaries and independent legal professions, trust and company 
service providers. Suspicion of terrorist financing operations must be reported. 
 
International cooperation should be enhanced, and countries should implement the different 
conventions on the suppressions of money laundering and the financing of terrorism. 
Countries should furthermore recognise money laundering as an extraditable offence and 
ensure mutual assistance. 
 
Let's undertake a quick review and comment of the most interesting recommendations. 
 
 ♦ Recommendation 1: 
  

All serious offences are to be made predicate offences for the crime of money 
laundering, whether with or without the need for dual criminality in the case of 
acts performed abroad. The FATF specifies a minimum list of 20 offences that are 
to be designated "serious". They are: participation in an organised criminal group 
and racketeering; terrorism, including terrorist financing; people trafficking; 
sexual exploitation, including of children; illegal trafficking in narcotics and 
psychotropic substances; illicit arms trafficking; illicit trafficking in stolen and 
other goods; corruption and bribery; fraud; counterfeiting currency; counterfeiting 
and piracy of products; environmental crime; murder, grievous bodily harm; 
kidnapping, illegal restraint and hostage-taking; robbery or theft; smuggling; 
extortion; forgery; piracy; and insider trading and market manipulation. 
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 ♦ Recommendation 5: 
 
 Recommendation 5 on customer due diligence (CDD) states that financial 
 institutions should not maintain anonymous accounts or those for which the names 
 of the holders are clearly false. Financial institutions are required to identify and 
 verify the identity of customers and beneficial owners when opening accounts and 
 occasional customers for single or linked transactions of US$/€ 15,000. They 
 should also inquire about the purpose of the business relationship and conduct 
 ongoing monitoring to ensure that account behaviour conforms to expectations. 
 Enhanced due diligence may be needed for higher risk customers. 
 Recommendation 5 also envisages due diligence on the existing customer base 
 according to "materiality and risk". 
 
 ♦ Recommendation 6: 
 
 "Appropriate risk management systems" should be implemented to detect 
 politically exposed persons (PEPs) under Recommendation 6. It stipulates senior 
 management approval before a business relationship is established with a PEP. 
 Source of wealth and funds need to be checked and "enhanced" monitoring carried 
 out through the course of the relationship. 
 
 ♦ Recommendation 7: 
 
 Recommendation 7 requires institutions to look into the background of any entities 
 for which they operate correspondent accounts. They must check on the nature of 
 the respondent's business, whether it has been subject to investigation for money 
 laundering or terrorist financing or to regulatory sanction. The respondent's AML 
 and Counter Financing of Terrorism (CFT) controls must be considered and senior 
 management must agree to opening of the account. The duties of the two parties 
 (correspondent and respondent) must be documented. In the case of "payable 
 through" accounts, the institution must be confident that the respondent has 
 verified its customers" identities and caries out ongoing monitoring on those who 
 use the correspondent account. 
 
 ♦ Recommendation 9: 
 
 Introducer certificates are permitted under Recommendation 9 on the 
 understanding that the intermediary is regulated, has proper CDD procedures in 
 place and will provide the identification documentation without delay when 
 requested. 
 
 ♦ Recommendation 13: 
 
 When there is suspicion or reasonable grounds to suspect that funds are proceeds 
 of criminal activity or relate to terrorist financing, financial institutions should, 
 under Recommendation 13, according to law or regulation, make a prompt 
 suspicion disclosure to the Financial Intelligence Unit (FIU). FATF favours all 
 crimes coverage although it also accepts that criminal activity may be limited to 
 the minimum list of predicate offences set out in Recommendation 1. 
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 ♦ Recommendation 12: 
 
 The scope of the Recommendations, including suspicious transaction reporting and 
 the obligation to institute AML programmes, is extended to casinos, real estate 
 agents, dealers in precious metals and dealers in precious stones, lawyers, notaries, 
 other independent legal professionals, accountants, and trust and company service 
 providers. However, they need only apply to specified types of activity by these 
 businesses. A threshold of US$/€3,000 may be applied to  
 financial transactions by casino clients. The Recommendations bear on estate 
 agents only when they undertake property transactions. An "applicable designated" 
 cash threshold of US$/€15,000 for single or linked transactions is to apply to 
 dealers in precious metals and stones. Legal professionals and accountants are 
 covered when they act for clients in real estate deals, manage their money, 
 securities or other assets, also bank, savings or securities accounts; organise 
 funding to create, operate or manage companies; and create, operate or manage 
 legal persons or arrangements and the purchase and sale of business. However, 
 under Recommendation 16, legal professionals do not have to report suspicions if 
 the information came to them "in circumstances where they are subject to 
 professional secrecy or legal professional privilege".  
 
  
 ♦ Recommendation 18: 
 

"Shell" banks, a concept which means banks with no physical presence in any 
jurisdiction  should be proscribed. The same applies to any relationship, for 
example, via correspondent accounts, with such entities. 

 
 ♦ Recommendations 23 and 24: 
 
 All covered businesses should be properly regulated and supervised to prevent 
 beneficial ownership or control by criminals. For instance Bureaux de change must 
 be licensed and subject to AML compliance monitoring. Monitoring should also 
 apply to other financial institutions, whether overseen by a government agency or 
 a self-regulatory organisation. 
 
 ♦ Recommendation 25: 
 
 Recommendation 25 calls for competent authorities to set guidelines and feed back 
 best practice to business, especially on detecting and reporting suspicious 
 transactions. 
 
 
 
 
 ♦ Recommendations 26-32: 
 



 95

 Based on those recommendations, countries are required to set up a Financial 
 Intelligence Unit (FIU) to receive Suspect Transaction Reports (STR), to assign 
 law enforcement duties to investigate money laundering and terrorist financing, 
 compel production of relevant documents and impose sanctions for shortcomings. 
 Recommendations 29-32 note that to be effective this structure requires "adequate 
 financial, human and technical resources". Recommendation 30 also notes that 
 processes will be needed to ensure the integrity of the staff in the authorities. In 
 order to measure the performance of the various authorities, countries will need to 
 keep statistics on STRs filed and allocated to law enforcement agencies (LEAs), 
 money laundering and terrorist financing investigations, prosecutions and 
 convictions, assets frozen, etc. 
 
 ♦ Recommendation 33: 
 
 It is recommended that countries should prevent abuse of legal persons by money 
 launderers if their competent authorities are able to gain access to "adequate, 
 accurate and timely information on beneficial ownership and control". It 
 emphasizes on trusts and the need for information on settler, trustee and 
 beneficiaries. It also calls for "appropriate measures" to prevent use of bearer 
 shares by money launderers. 
 
 ♦ Recommendations 36-40: 
 
 Recommendations 36-40 seek to strengthen international action. They call for the 
 "widest possible cooperation and for clear and effective gateways" subject to data 
 protection safeguards to ensure that information relayed is not used other than for 
 the purpose intended. 
 
 

9.5. The USA PATRIOT Act ∗ 
 

9.5.1. Introduction 
 
President Bush signed the PATRIOT Act on October 26, 2001, to provide financial 
institutions and federal regulators with important new tools to combat money laundering and 
terrorist financing. In July 2002, Treasury and the Securities and Exchange Commission 
(SEC) announced proposed rules implementing the "know your customer" requirements 
embodied in Section 326 of the PATRIOT Act. The Final Rules adopted on April 30, 2003 by 
the U.S. Department of the Treasury largely replicate those proposed rules. 
 
The Final Rules require financial institutions by October 1, 2003 to establish, document and 
maintain written Customer Identification Programs (CIP) that implement reasonable 
procedures to: (2) collect identifying information about customers opening an account; (3) 
verify that the customers are who they say they are; (4) maintain records of the information 

                                                 
∗ "USA PATRIOT means "Uniting and strengthening America by Providing Appropriate Tools Required to 
Intercept and Obstruct Terrorism". 
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used to verify customers' identity; and (5) determine whether the customer appears on any list 
of suspected terrorist organizations.  
 
Under the Final Rules, the CIP should be appropriate for the financial institution's size and 
type of business. If the institution is required to have an antimoney laundering ("AML") 
compliance program under other federal regulations and section 352 of the PATRIOT Act, 
then the CIP must be part of that program. Additionally, the CIP must be approved by a 
financial institution's board of directors or similar governance body. 
 

9.5.2. Collecting Information 
 
Financial institutions are required to develop procedures as part of a CIP to collect relevant 
identifying information for each customer, including name, address, date of birth, and 
taxpayer identification number. Foreign nationals without a U.S. issued taxpayer 
identification number can provide a government-issued identification number from their 
country of citizenship, such as a passport number. 
 
 

9.5.3. Verifying Identity 
 
The CIP also must include risk-based procedures to verify the identity of any customer 
opening an account with the financial institution to the extent reasonable and practicable. 
These procedures must enable the financial institution to form a reasonable belief that it 
knows the true identity of each customer. 
 
The Final Rules allow financial institutions to use appropriate means to verify the identity of 
customers including verification through documentary methods, non-documentary methods, 
or both. Documentary methods of verification include examining government-issued, 
photographic identity cards for individuals, and government-issued business licenses or 
certified articles of incorporation for entities. Non-documentary methods of verification 
include comparing identification provided by the customer with, for example, public 
databases, consumer reporting agencies and financial statements. It is anticipated that most 
institutions will use documentation such as a driver's license or passport to verify identity. 
 
The CIP also must address circumstances in which, based on the financial institution's risk 
assessment of a new account opened by a customer that is not an individual, the institution 
will also obtain information about individuals with authority or control over the account, 
including persons authorized to effect transactions in the account, in order to verify the 
customer's true identity. This additional verification method applies only when the financial 
institution cannot adequately verify the customer's true identity using documentary and non-
documentary verification methods. 
 

9.5.4. Maintaining Records 
 
The Final Rules require financial institutions to maintain records as part of their CIPs. The 
minimum records which must be maintained include a description of the customer 
information provided, the methods taken to verify the customer's identity, the results of that 
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verification and the resolution of any discrepancies found in the verification process. The 
customer's identification information must be maintained by the financial institution for five  
years from the date the account is closed, and the verification records must be maintained for 
five years from the date the record is made. 

9.5.5. Checking Terrorist Lists 
 
Financial institutions must also implement procedures as part of their CIPs to check 
customers against lists of known or suspected terrorists or terrorist organizations issued by 
any federal government agency and designated as such by Treasury in consultation with 
federal regulators. This check must be made within a reasonable period of time after the 
account is opened, or earlier, if required by other laws or regulations. 

9.5.6. Additional Provisions 
 
 ♦ Certification Regarding correspondent accounts for foreign banks 

 
This Certification should be completed by any foreign bank that maintains a 
correspondent account with any U.S. bank or with any broker-dealer in securities 
(a covered financial institution as defined in 31 C.F. R. 103.175 (f)).  

 
 A foreign bank is a bank organized under foreign law and located outside of the 
 United States but a "foreign bank" does not include any foreign bank or monetary  
 authority that functions as a central bank, or any international financial institution  
 or regional development bank formed by treaty or international agreement. 
 
 A Correspondent Account for a foreign bank is any account to receive deposits 
 from, make payments or other disbursements on behalf of a foreign bank, or  
 handle other financial transactions related to the foreign bank. 
 
 This is how a certification will look like: 
 
 A. The undersigned financial institution, Banque ALPHA Luxembourg ("Foreign 
 Bank") hereby certifies as follows. 
 
 B.  Correspondent Accounts Covered by this Certification: Check one box. 
 
  X  This Certification applies to all accounts established for Foreign Bank by 
       Covered Financial Institutions. 
 
 C.  Physical Presence/Regulated Affiliate Status: Check one box and complete the 
       blanks. 
 
  X Foreign Bank maintains a physical presence in any country. That means:
   * Foreign Bank has a place of business at the following street   
    address: Central Place where Foreign Bank employs one ore more 
    individuals on a full-time basis and maintains operating records 
    related to its banking activities. 
 
   * The above address is in Luxembourg (insert country), where  
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    Foreign Bank is authorized to conduct banking activities. 
   * Foreign Bank is subject to inspection by Commission de   
    Surveillance du Secteur Financier (insert Banking Authority), the 
    banking authority that licensed Foreign Bank to conduct banking 
    activities. 
 
 D.  Indirect Use of Correspondent Accounts: Check box to certify. 
 
  X No Correspondent Account maintained by a Covered Financial Institution 
   may be used to indirectly provide banking services to certain foreign  
   banks. Foreign Bank hereby certifies that it does not use any  
   Correspondent Account with a Covered Financial Institution to indirectly  
   provide banking services to any foreign bank that does not maintain a  
   physical presence in any country and that is not a regulated affiliate. 
 
 E.   Ownership Information: Check box 1 or 2 below, if applicable. 
 
  X Foreign Bank has no owner(s) except as set forth below. For purposes of 
   this Certification, owner means any person who, directly or indirectly, (a)  
   owns, controls, or has power to vote 25 percent or more of any class of 
   voting securities or other voting interests of Foreign Bank; (...) 
   
   Name........            Address 
   State of...... 
        Company ……. X…………. 
 
 F. Process Agent : complete the following. 
 
  The following individual or entity: Mr. X, Representative Office for North 
  America, is a resident of the United States at the following street address: 
  ......., and is authorized to accept service of legal process on behalf of Foreign 
  Bank from the Secretary of the Treasury or the Attorney General of the United  
  States pursuant to Section 5318(k) of title 31, United States Code. 
 
 G.  General 
 
  Foreign Bank hereby agrees to notify in writing each Covered Financial  
  Institution at which it maintains any Correspondent Account of any change in 
  facts or circumstances reported in this Certification. Notification shall be given 
  within 30 calendar days of such change. 
 
  Foreign Bank understands that each Covered Financial Institution at which it 
  maintains a Correspondent Account may provide a copy of this Certification to  
  the Secretary of the Treasury and the Attorney General of the United States. 
  Foreign Bank further understands that the statements contained in this   
  Certification may be transmitted to one or more departments or agencies of the 
  United States of America for the purpose of fulfilling such departments' and  
  agencies' governmental functions. 
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 ♦ Notice to Customers 
 
 In addition to the above requirements, a financial institution's CIP must include 
 procedures for providing customers with adequate notice that the institution is 
 verifying their identities. 
 
 ♦ Impact on compliance 
 
 The application of the general US law relating to money laundering is greatly 
 increased by providing that the US courts will have jurisdiction if any part of a 
 money laundering transaction occurs in the US or if the foreign person is a 
 financial institution with a bank account at a financial institution in the US! 
 
 The Act also requires foreign institutions to co-operate and facilitate co-operation 
 in investigations and enforcement actions. It is also worthy of note, given the 
 debate that is taking place in many jurisdictions about the control of corruption, 
 that the statute makes it clear that laundering the proceeds of foreign corrupt 
 practices is within the reach of the US law. 
 

 The PATRIOT Act has a considerable impact on the level and depth of 
 compliance that is required not only by those operating in the US, but by any 
 institution or intermediary that deals with the US or effectively transacts its 
 business in US currency! Consequently, the US requirements have become a  
 kind of international norm! 

 
  

9.6. The European Response 

 

9.6.1. The first European Directive on Money    
 Laundering (No 91/308) 
 
The first European binding text is a directive approved on June 10, 1991 under the number 
and title "EC Directive 91/308 on the prevention of the use of the financial sector for money 
laundering purposes". 
 
This text contains following interesting features: 
 
 ♦ the Directive was extended to all actors of the financial sector at risk of being 
 abused for money laundering, (including financial institutions, currency exchange 
 agents, investment companies, credit card issuing organisations, leasing and 
 factoring companies, life insurances, ...); 
 
 ♦ the Directive incorporated within its prohibited elements the proceeds of drug 
 trafficking; 
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 ♦ the obligation to co-operate with the authorities in the fight against money 
 laundering was extended from the simple delivery of information on request to the 
 denunciation of suspicious customers and transactions at the initiative of the 
 financial actors; 
 

9.6.2. The second European Directive on Money Laundering  
 
On December 4, 2001, the European Council of Ministers adopted the second money 
laundering directive. The adoption of this text has been accelerated due to the September 11, 
2001 events. Days after the disasters in New York and Washington, the EU heads agreed to 
fast-track proposals to starve terror groups of their funds. 
 
On financing, the European Council agreed a communiqué, saying:"Combating"the funding 
of terrorism is a decisive aspect. Energetic international action is required to ensure that the 
fight is fully effective". It ordered  "to take the necessary measures to combat any form of 
financing for terrorist activities, in particular by adopting the extension of the directive on 
money laundering and the frame-work decision on freezing assets". These instructions have 
been obeyed: 
 
 ♦Notably, the second money laundering directive has a wider scope and covers 
 the proceeds of all serious crime, (including drug offences, organised crime, fraud 
 against the EU budget, corruption and offences that generate substantial proceeds 
 and carry a severe sentence of imprisonment), whereas the former text applied 
 only to money linked to drug offences. 
 
 ♦ The definition of "substantial" and "severe" will be for each member state to 
 decide. 
 
 ♦ The changes also extend the coverage of the current directive's requirements on 
 client identification, record keeping and reporting of suspicious transactions from 
 the financial sector to a number of vulnerable non-financial businesses and 
 professions.  
 
 ♦ It will now apply to external accountants and auditors, real estate agents, 
 notaries, lawyers, dealers in high value goods such as precious stones and metals 
 or works of art, auctioneers, transporters of funds and casinos. 
 
It has been agreed that lawyers' professional secrecy will be safeguarded when they are 
ascertaining the legal position of a client or are representing a client in legal proceedings, 
unless the lawyer knows that legal advice is sought for money laundering purposes. 
 
The second Directive should have been transposed in the Member States on June 15,2003. 
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9.6.3. The third EU Anti Money Laundering Directive 
 
The European Commission has revised the second Anti Money Laundering Directive.The 
new Directive was formally adopted on the 26th October 2005 and it has been published in the 
Official Journal of the EU on November 25,2005. The Directive entered into force on the 15 
th December 2005, meaning that it will need implementation by December 15, 2007.  
 
The third EU Anti Money Laundering Directive will take on board many of the findings of 
the review of the FATF 40 Recommendations, as well as the FATF work on terrorism 
finance and the Non Co-operative Countries and Territories exercise. 
 
The third EU Directive is also  influenced by the Basel Committee's publication on 
customer due diligence, which calls for stricter customer due diligence on customers in 
general. In the Basel Committee's opinion, enhanced due diligence must apply to corporate 
vehicles and trusts, politically exposed persons, non face to face transactions, correspondent 
banking and shell banks. 
 
The third EU Anti Money Laundering Directive follows also the OECD's publication on the 
misuse of corporate entities, which calls for transparency on beneficial ownership and the 
control of corporate entities. The publication prescribes furthermore that there must be 
oversight systems on maintaining or obtaining beneficial ownership and control information, 
and that supervisors and law enforcement authorities must share information on beneficial 
ownership and control. 
 
In addition to the specific prohibition of terrorist financing, the areas of  change in the third 
EU Anti Money Laundering Directive are the following: 
 

  
♦Definition of money laundering: In the second directive, money laundering 
was defined exclusively in terms of “intentional actions” ♣ 

It appears now thall all “serious offences” as defined in EU cooperation 
agreements in criminal matters are now included as underlying predicate offences 
i.e. as the illicit activities from which dirty money may be derived. At first sight 
this effort results in increased coordination across the EU, although the exact 
coverage in each Member State will continue to depend on the relevant national 
criminal code. A notable difference among jurisdictions, for example, remains the 
criminal treatment of tax evasion.  

 

                                                 
♣ Consideration was one moment given to extend the definition of “money laundering” in the Third 
Directive to include money laundering offences based on negligence. Such an extension didn't 
occur as it is quite dangerous. First, it would run against an important principle of criminal law in 
most of the Member States pursuant to which only acts committed intentionally are punishable. 
Second, such an extension would trigger an increase of Suspect Transaction Reports as banks 
would report more than necessary by fear of sanctions, with the risk that the authorities may not be 
able to handle such an increase of notifications. 
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 ♦ Institutions subject to money laundering legislation: the third EU Directive 
 expands its scope in order to cover trusts and company services providers 
 (likewise the second directive extended the scope in order to cover non financial 
 institutions such as notaries, lawyers or dealers in high value goods). 
 
 ♦ Customer Due Diligence: The third EU Directive strengthens the idea of a  risk 

based monitoring of customers. The Directive, in line with the Basel publication 
on Customer Due Diligence states,  for enhanced due diligence with regard to 
correspondent banking, political exposed persons and shell banks. Simplified due 
diligence will apply to other areas in which minor risks are perceived.  

 Furthermore, customer due diligence guidelines are laid down in much more detail 
and include the obligation to obtain information on the purpose and intended 
nature of the business relationship as well as to conduct ongoing due diligence 
throughout the course of the business relationship on the basis of the customers 
risk profile, including, if necessary, enquiries as to the source of the funds.  

 
 ♦Beneficial ownership: 

Beneficial ownership by natural persons is established at 25% plus one share for 
corporate entities other than companies listed on a regulated market and Article 
8.1.b.)  extends the definition to "the natural person(s) who otherwise exercises 
control over the management of a legal entity". Simply checking the register of 
holdings will therefore not suffice if real power- the "directing mind(s)" - lies 
elsewhere. The 25% level (without the plus one) also applies in the case of 
foundations and trusts to beneficial ownership by the natural persons. Generaly 
speeking, the natural person who exercises significant control over 25 % or more 
of the property of a legal arrangement or entity will be deemed to be the beneficial 
owner. Futhermore it's worth to notice that the phrase "risk-based and adequate" 
has replaced "reasonable" in connection with verification of identity of the 
beneficial owner and understanding the overall ownership and control structure of 
the customer.  

 
 ♦Identification of PEP's: 
 

In a first draft, the definition of polically exposed persons (PEPs)  covered close 
family members and close associates of those with prominent public functions. It 
has since been tightened to "immediate" family members and "persons known to 
be" close associates but this still begs the question, "known by whom?" Article 
13.4. alludes merely to "risk-based  procedures" to determine if someone is a PEP.  
At least it is now clear from Recital 25 that normal due diligence will apply to the 
domestic category while enhanced due diligence checks must be made on PEPs 
"residing in another Member State or third country. 

 

9.6.4. The Role of the Egmont Group 
 
The Egmont Group is a group of experts devoted to set up: 
 
"A meeting point for receiving (and, as permitted, requesting), analysing and disseminating to 
the competent authorities, disclosures of financial information 
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 (i) concerning suspected proceeds of crime, or 
 
 (ii) required by national legislation or regulation, in order to counter money 
 laundering". 
 
Since 1995 a number of specialised governmental agencies have been created as "financial 
intelligence units" or "FIUs". FIU's evolve as effective components of anti-money laundering 
programs both on the domestic and international levels. FIUs facilitate the conduct of national 
investigations, as well as serving in a complementary role in the international exchange of 
financial intelligence. 
 
An FIU, quite simply, is a central office that obtains financial disclosure information, 
processes it in some way, and then provides it to an appropriate government authority in 
support of a national anti-money laundering effort. Although the definition stated that the 
activities performed by an FIU include "receiving, analysing, and disseminating" information, 
it does not exclude other activities that may be performed on the basis of this material. 
Therefore, an FIU could conceivably perform the activities mentioned in the definition and 
investigate and/or prosecute violations indicated by the disclosures. 
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10. International efforts to combat Terrorist Financing 

10.1. Introduction 
 
The international community and specially the Financial Action Task Force (FATF) expanded 
their role beyond money laundering to combating terrorist financing at the end of October 
2001. FATF agreed a set of 9  "Special Recommendations" which complement the existing 40 
Recommendations on money laundering.  
 
FATF members are now committed to following Special Recommendations enumerated in 
summary: 
 
 ♦ SR1: to ratify and implement the 1999 United Nations Convention for the 
 Suppression of the Financing of Terrorism and the UN resolutions to prevent and 
 suppress terrorist financing, especially UN Security Council Resolution 1373; 
 
 ♦ SR2: to criminalize terrorist financing, acts and organisations. Such offences 
 should be designated predicates for money laundering; 
 
 ♦ SR3: to freeze and confiscate terrorist assets; 
 
 ♦ SR4: to report suspicious transactions linked to terrorism; 
 
 ♦ SR5: to wide-ranging cooperation with other countries' law enforcement and 
 regulators in terrorist financing investigations; 
 
 ♦ SR6: to apply anti-laundering controls to alternative remittance systems; 
 
 ♦ SR7: to improve customer identification data (name, address and account 
 number) transmitted with wire transfers and take steps to ensure that the 
 information remains attached to the transfer or associated message throughout the 
 payment trail; 
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 ♦ SR8: to take measures to ensure that organisations, especially non-profit bodies, 
 are not abused by terrorist groups. 
 
 ♦ SR9: to prevent terrorists and money launderers from moving illicit cash free 
 across countries. 
 

10.2. Highlight on Special Recommendation 3. 
 
On October 3, 2003, the FATF issued the interpretative note to Special Recommendation 3 on 
freezing and confiscating terrorist assets. 
 
FATF Special Recommendation 3 requires jurisdictions to implement measures that will 
freeze or, if appropriate, seize terrorist-related funds or other assets without delay in 
accordance with relevant United Nations resolutions. Special Recommendation 3 requests 
furthermore to have measures in place that permit a jurisdiction to seize or confiscate terrorist 
funds or other assets on the basis of an order or mechanism issued by a competent authority or 
a court. 
 
Echoing the requests for swift information from the financial sector, Special Recommendation 
3 calls on jurisdictions to develop efficient and effective systems for communicating actions 
taken under their freezing mechanisms to the financial sector immediately upon taking such 
an action. This is further highlighted in the document on "Freezing of Terrorist Assets, 
International Best Practices" that the FATF issued on October 3, 2003. This publication 
calls on jurisdictions to facilitate communication with the private sector. In this respect, 
jurisdictions should integrate, organise and update without delay the designated persons list, 
and where technologically possible, provide a consolidated list in electronic format with a 
clear indication of changes and additions. 
 
Special Recommendation 3 puts forward another ongoing request by the banking sector, and 
calls on jurisdictions to provide access to frozen funds and other assets in certain 
circumstances, such as the payment of certain types of fees, expenses and service charges. 
This would allow for instance credit institutions to charge the fees for the maintenance of 
frozen accounts. Special Recommendation 3 also requests jurisdictions to have in place 
procedures for de-listing and unfreezing assets. 
 
 
 

10.3. Highlight on Special Recommendation 6 
 
One June 20, 2003 the FATF issued International Best Practices on Combating the abuse of 
Alternative Remittance Systems (ARS)  
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10.3.1. Licensing/Registration of ARS. 
 
A core element of Special Recommendation 6 is that jurisdictions should require licensing or 
registration of persons (natural or legal) that provide informal ARS services. The FATF 
defines these terms in its interpretative note to Special Recommendation 6. A key element of 
both registration and licensing is the requirement that the relevant regulatory body is aware of 
the existence of the business. The key difference between the two is that licensing implies that 
the regulatory body has inspected and sanctioned the particular operator to conduct such a 
business whereas registration means that the operator has been entered into the regulator's list 
of operators. 
 
Following the FATF, best practices in the area of identification strategies include: 
 
 ♦ Examining the full range of media to detect advertising conducted by informal 
 ARS services and informing operators of their registration/licensing obligations. 
 
 ♦ During investigations, information about informal ARS services may be 
 uncovered which should be passed on to the competent authorities. 
 
 ♦ Being aware that informal ARS services are  often utilised where there is bulk 
 currency moved internationally, particularly when couriers are involved. 
 

♦ Paying particular attention to domestic suspicious transaction or unusual activity 
reporting, as well as to domestic and international large value cash reporting, to 
identify possible links to informal ARS services. 

 
 
 
 
Best practices identified by the FATF in the area of awareness raising campaigns include: 
 
 
 
 ♦ Making informal ARS services aware of their obligations to license or register, 
 as well as any other obligations with which they may have to comply. 
 

♦ Using education and compliance programs, including visits to businesses which 
may be operating informal ARS services to advise them of licensing or registration 
and reporting obligations, as opportunities to seek information about others in their 
industry. 

 
 ♦ Requiring entities to display their registration/license to customers once they are 
 registered/licensed. Informing potential clients about the risks of using illegal 
 ARS. 
 
 ♦ Making a list of all licensed or registered persons that provide ARS publicly 
 available. 
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10.4. Highlight on Special Recommendation 7 
 
Special Recommendation 7 focuses on the retention and communication of “meaning-full 
originator information”. This is particularly accurate for wire transfers. 
 
Part of the problem here, noted the FATF, is that although electronic transfers are by their 
own nature easy to record on computer, differences in record keeping regulations from 
country to country can leave holes in audit trails. 
 
It appears often that customers prefer not to mention their name as an originator of a wire 
transfer and request the bank to send the transfer with the mention “From one of our 
customer”. 
 
In its typology analysis of this problem, the task force noted also the common use by terror 
groups of “false identities “straw men” or front companies in transactions to provide clean 
names and thus avoid detection”. Another typical tactic was the channelling of funds through 
several different financial institutions so transfers “appear to come from different and  
seemingly unrelated sources.” Also, smaller individual amounts have been wired through to 
terror cells that fall below the minimum value required for a financial transaction to be 
reported. And there has been use of non-bank financial institutions or alternative remittance 
services by terrorists, to avoid detection by law enforcement authorities. To better monitor 
these wires, the FATF has called for some common standards of record keeping, notably the 
retention of “meaningful originator information”. 
 
  

10.5. Highlight on Special Recommendation 9 on cash couriers 
 
At its meeting in Paris on 20-22 October 2004, the OECD's Financial Action Task Force 
(FATF) adopted Special Recommendation 9 on Cash Couriers. Recommendation 9 aims at 
preventing terrorists and money launderers from moving illicit cash free across countries. 
FATF Special Recommendation 9 calls on countries: 
 

• To have measures in place to detect the physical cross-border transportation of 
currency and bearer negotiable instruments, including a declaration system or other 
disclosure obligation; 

• To stop or restrain currency and bearer negotiable instruments that are suspected to be 
related to terrorist financing or money laundering; 

• To stop or restrain currency and bearer negotiable instruments that are falsely declared 
or reported; 

• To ensure that effective, proportionate and dissuasive sanctions are available to deal 
with persons who make false declaration(s) or disclosure(s); 

• To enable confiscation of currency or bearer negotiable instruments that are related to 
terrorist financing or money laundering. 
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FATF has furthermore issued an Interpretative Note to Special Recommendation 9. The 
Interpretative Note lists the relevant definitions for the purpose of this Recommendation. In 
this respect, bearer negotiable instruments are defined as monetary instruments in bearer form 
such as: traveller cheques, negotiable instruments (including cheques, promissory notes and 
money orders) and incomplete instruments signed, but with the payee's name omitted. 
 
Interpretative Note to Special Recommendation 9 calls on countries to use one of the 
following systems to implement Special Recommendation 9 - although countries will not 
have to apply the same system for incoming and outgoing cross-border transportation of 
currency or bearer negotiable instruments. 
 
 

• Declaration system: this system will oblige all persons making a physical cross-
border transportation of currency or bearer negotiable instruments beyond a pre-set-
threshold  - of EUR 15,000 maximum - to submit a truthful declaration to the 
designated competent authorities. 

 
• Disclosure system: all persons making a physical cross-border transportation of 

currency or bearer negotiable instruments are required to make a truthful disclosure to 
the designated authorities upon request. Enquiries may be conducted on a random or a 
targeted basis - based on intelligence or suspicion.  
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11. Use of intelligent systems for money laundering 
prevention 

11.1. Introduction 
 
Meanwhile we all know that full know your customer (KYC) consist in: 
 
 ♦ gathering basic identification documents; 
 
 ♦ use information beyond those documents by seeking to understand the  
 customer's business. 
 
On the other hand, monitoring customer's transactions and activity opens the floor for the 
“know your transaction” (KYT) concept. 
 
Stringent AML regulations around the world, combined with the threat of reputational 
damage associated with high-profile money laundering cases, have brought many financial 
institutions to rethink their practical approach to money laundering prevention, particularly in 
the context of KYT. 
 
 

11.2. Current techniques of monitoring 
 
Prior to the use of any electronic monitoring technology, financial institutions rely (or relied) 
on their tellers, branch managers, compliance officers to identify unusual behaviour and 
expect them to resolve the issues as necessary. 
 
Additionally, banks have typically developed first generation solutions as part of their AML 
programs. These technologies have focused on the discovery of known money laundering 
patterns. 
 
Nearly all those solutions perform threshold exception identification, primarily due to their 
US origins where the thresholds for establishing what is or is not suspicious are made very 
clear within the regulations. The threshold parameters may be system wide or they may be 
attributable to certain types of transaction or product. Flexibility in threshold setting has 
proved to be of highest interest. 
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These efforts dedicated to the discovery of known money laundering patterns may be applied 
twofold: 
 
- first as real-time screening 
- second as transaction monitoring. 
 

11.2.1. Real-time screening 
 
Real-time screening means that payment instructions are filtered prior to their execution in 
order to prevent that funds could be made available in breach of sanctions or embargos. Such 
an effort will affect the so-called "Straight Through Processing" and therefore requires a 
limited application. For instance real-time screening is used mostly for the identification of 
new customers (or payments) for which state authorities have provided embargo notice to 
financial institutions. 
 
Following pattern are particularly important for real-time screening: 
 

- real-time screening should only be required to be used for screening of filtering 
related to embargoes or sanctions; 

- real-time screening technology should only require a true or false answer to 
matches with  the applicable lists; 

- financial institutions should be able to rely on the quality and completeness of the 
names provided by governmental authorities in order to limit “false positives”. 

 

11.2.2. Transaction monitoring 
Transaction monitoring is defined as the process of monitoring transactions after their 
execution in order to identify unusual transactions, including monitoring single transactions, 
as well as transactions flows. 
Transaction monitoring will be undertaken and based on past transactions which have been 
recorded. Those records of transactions will be reviewed and filtered on basis of risk-based 
patterns. 
 
It will appear that the biggest problem encountered with the current technologies is that they 
also identify many "false positives". These are  transactions marked as suspicious but in 
reality they do not in fact represent risk. As notifications from these systems do not provide 
an explanation, investigations can be lengthy and resource-intensive. These systems also 
leave  financial institutions vulnerable to new and emerging forms of money laundering. 
 
That's why a second generation of solutions works by establishing several rules combined 
each to another with fixed threshold (rules-based). They are devoted to finding a known 
money laundering pattern (scenario detection software). They have the ability to discover a 
specific, pre-established behaviour that sets off a trigger or reveals a predetermined pattern. 
 
Here some examples of predetermined patterns which may be combined: 
 

- customer originating from a non-cooperative country (NCCT); 
- new customer with high cash payment; 
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- numerous and frequent cash deposits; 
- sudden increase in account activity; 
- country of originator or beneficiary in NCCT list or equivalent list. 

 
 Most financial institutions will establish a rules based tool on a fixed monetary value for a 
transaction, flagging any transaction coming in on a dormant account for example. 
Unfortunately this does not address money laundering schemes that come in under that limit 
in order to avoid detection. Money launderers often know what the basic rules are and 
continuously develop new ways to evade them. For example, rather than pushing a large sum 
of money through the bank account in one transaction, they may make several splitted 
deposits. Such a behaviour opens the floor for the third generation of systems, the so-called 
Intelligent systems! 
 

11.3. Intelligent systems for money laundering prevention 

11.3.1. Introduction 
 
Historically, these techniques have been applied to identify credit card fraud or insurance 
claims fraud. 
 
By the way, the introduction of electronic payment channels (ATM, Web, wireless and 
phone) has fundamentally changed the way customers interact with financial institutions. 
Prior to electronic payment channels, customers transacted through a live teller (account 
manager) or broker trained to identify unusual behaviour and look for threats of money 
laundering. The ability to conduct transactions, electronically, from virtually any computer,  
and ATM has led to a disintermediation through which banks have lost a basic understanding 
of customers and their behaviour. Customers now have a relative anonymity, making money 
laundering much easier. While first generation solutions have helped to identify known forms 
of money laundering, they have not restored that understanding of customer behaviour. 
 
That's why many observers consider that the properties of intelligent systems get necessary. 
Intelligent systems exhibit four key attributes that make them well suited for pattern 
recognition and problem-solving tasks in the areas of regulation, compliance, fraud detection 
and money laundering  prevention.  
 
 
These key properties of an intelligent AML solution can be considered to be:  
  

 profiling; 
 

 learning;  
   

 decision-making;  
  

 explanatory. 
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11.3.2. Profiling 
 
Profiling forms a key part of the KYC functionality of any transaction monitoring application. 
The purpose of profiling is to maintain a summary of past business so that current transactions 
can be compared to this pre-existing information and examined for reasonableness. The most 
sophisticated AML transaction monitors allow the user to define the key fields to be used to 
construct the profiles. Whatever their content or method of construction, applications that 
support profiling normally provide one or both of the following types of profile: 
 

 Individual customer 
 

Individual profiles as their name implies are profiles related to an individual account or 
customer. Using aggregated historical transaction data a normal pattern of activity is built 
and all subsequent activity is compared to the profile. Normally tolerances are allowed 
that determine the level of variance that will be allowed before the transaction is 
considered exceptional. 

 
 Peer grouping 

 
Peer group profiles, when they are implemented, normally contain the same type of data 
as an individual profile. The difference is that they are established on the basis of 
categories of data. In some solutions these categories are fixed, in others the user has the 
flexibility to choose the nature of the peer groups based on underlying source data from 
existing systems. Peer groups are most often established on the basis of customer 
categorisation codes related to industry classification, profession, geographical area etc. 
The purpose of peer grouping is to find and maintain a representative comparator group 
for each customer and/or account type. 

 
 

11.3.3. Conclusion 
 
 
The top priority for any AML program is the effective detection of money laundering activity. 
Intelligent enterprise systems look for any form of unusual behaviour as opposed to looking 
for specific known forms of money laundering. This should allow financial institutions to find 
even highly sophisticated schemes designed to elude detection.  
 
The types of data required by intelligent automated controls should include core data such as 
transaction data, account reference data and customer reference data (core data requirements 
will vary depending upon the type of business and products and services provided). Without 
core data such as this it is unlikely that any automated control will be able to discriminate to 
any degree of accuracy high-risk activity from genuine activity. Without this accuracy the 
issues identified will be of poor quality and result in a high false positive ratio. 
 
Whilst money laundering controls do not need to operate in real-time like many other 
business processing systems, the data must be available and analysable over a long period. 
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Each raw transaction must go through a data transformation process before it is in a form 
suitable for automated monitoring and electronic KYC. Collected raw data is generally not 
structured for use in automated monitoring so it will often not be in a form suited for 
computer use. 
 
A typical example problem is information contained within wire transfer payments which in 
many cases is hidden within a mass of free-form text. Technically this means a system needs 
to know how payments are structured, be aware of spelling variations and have the ability to 
perform free-form text searches. 
 
 
 
 
In conclusion and based on the Wolfsberg Principles an effective risk-based transaction 
monitoring process should: 
 
* compare the client’s account/transaction history to the client’s specific profile information 
and a relevant peer group and/or compare the clients account/transaction history against 
established money laundering criteria/scenarios, in order to identify patterns and suspicious 
activity or anomalies; 
 
* establish a process to compare customer or transaction specific date against risk scoring 
models; 
 
* be capable or recognizing pattern and of “learning” which transactions are normal for a 
client rather than designating certain transactions as unusual (for example, not all large 
transaction are unusual and may easily be explained); 
 
* issue alerts if unusual transactions are identified; 
 
* track those alerts in order to ensure that they are appropriately managed within the 
institution and that suspicious activity is reported to the authorities as required; 
 
* maintain an audit trail for inspection by the institution’s audit function and by bank 
supervisors, and 
 
* provide appropriate aggregated information and statistics. 
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12. Identifying and reporting suspicious activity 
 

12.1. Identifying unusual and suspicious transactions 
 
Due to the unlimited types of transactions which may be used by money launderers, it is a 
difficult issue to define the concept of suspicious transaction. However it may be useful to 
properly differentiate between the terms “unusual” and “suspicious”. 
 
For instance if a transaction is inconsistent in amount, origin, destination, or type with a 
customer’s known, legitimate business or personal activities, the transaction must be 
considered unusual. 
 
Where the bank conducts enquiries and obtains what it considers to be a satisfactory 
explanation of the unusual activity, it may conclude that there are no grounds for suspicion, 
and therefore take no further action as he is satisfied with matters. However, where the 
enquiries conducted by the bank do not provide a satisfactory explanation of the activity, it 
may conclude that there are grounds for suspicion, and therefore may make a disclosure. 
 
The key to recognition is knowing enough about the customer’s business to recognise that a 
transaction, or series of transactions, is unusual.  
 
 
Questions to ask yourself 
 
The following factors should be borne in mind when seeking to identify a suspicious 
transaction: 
 

a. Is the customer known personally? 
b. Is the transaction in keeping with the customer’s normal activity known to the 

bank, the markets in which the customer is active and the customer’s own 
business? (i.e. does it make sense?) 

c. Is the transaction in keeping with normal practice in the market to which it relates 
i.e. with reference to market, size and frequency? 

d. Is the role of the agent involved in the transaction unusual? 
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e. Are there any other transactions linked to the transaction in question which could 
be designed to disguise money and divert it into other forms or to other 
destinations or beneficiaries? and 

f. Can you understand the reasons for the transaction i.e. is there an easier, cheaper 
or more convenient method available. 

 
 

12.2. Reporting of suspicious activity 
 
 
The reporting of suspicious transactions or activity is critical to a country’s ability to utilize 
financial information to combat money laundering, terrorist financing and other financial 
crimes. Countries’ reporting regimes are laid down in national law, requiring institutions to 
file reports when the threshold of suspicion is reached. This is not a function of risk. 
 
Where a legal or regulatory requirement mandates the reporting of suspicious activity when a 
suspicion has been formed, a report must be made and, therefore, a risk-based approach for 
the reporting of suspicious activity under these circumstances is not applicable. 
 
A risk-based approach is, however, appropriate for the purpose of identifying suspicious 
activity, for example, by directing additional resources at those areas a financial  institutions 
has identified as higher risk  
 
 
 
Best practices in the field of reporting will depend  upon a positive answer on following 
questions: 
 

- In case the financial institution is declining to do business with a client for 
reasons not related to money laundering or the financing of terrorism, is the 
professional recording the reason why it has refused the client? 

 
- In such cases is the professional keeping the information collected in relation 

to the client it has refused? 
 

- Does the institution procedures manual cover the above circumstances? 
 

- Has the institution informed the FIU’s office as soon as possible of any fact, 
which may be an indication of money laundering or financing of terrorism? 

 
- Has the institution responded to any public prosecutor inquiry? 

 
- In case of transmission of information to the FIU, have the necessary measures 

been taken to avoid the execution of the transaction before the transmission of 
the information? 
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- If not, has the institution at least informed the FIU office just after the 

execution of the operation? 
 

- In case of transmission of information to the FIU, have the necessary measures 
been taken to avoid warning the client based on the NO-TIPPING OFF 
principle? 

 
- Is the regulator kept informed of: 

 
• The designation of the contact person responsible for the transmission 
of the information to the FIU? 
• The designation of the contact person responsible for all questions 
regarding money laundering and financing of terrorism? 
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13. Importance of a training strategy against money 
laundering 

 

13.1. General principles 
 
The duty to organize training sessions dedicated to AML is a legal one in Luxembourg as in 
most countries. 
Money laundering prevention is a complex subject as it contains legal, financial and even 
psychological issues.  It is not really the sort of subject that can be entrusted to someone who 
is an excellent trainer but not familiar with this subject. It follows, therefore, that the choice of 
trainer for anti-money laundering training is an important one! 
 
Furthermore, a bank may decide that the anti-money laundering training session is an 
appropriate environment in which to distribute and discuss the corporate anti-money 
laundering policy. This may form part of a more general compliance strategy, or may be a 
stand-alone document. The purpose and provenance of the policy should be explained, as 
should its status - whether it is compulsory, recommended or otherwise. 
 
" TO TEST OR NOT TO TEST"  will also represent a tricky issue! In the context of 
providing anti-money laundering training to professional staff, the main impulse that would 
prompt a bank to test their understanding is to check that the information has been explained 
in an effective way.  
 
For many delegates, the idea of a test will be unnerving, perhaps even frightening. However, 
if the bank makes it clear to them that the purpose of the test is to evaluate the training - rather 
than the trainees - they should be more accepting. They need to know that the point of the test 
is not to highlight their ignorance, but rather to demonstrate where the training has let them 
down. 
 
In order to support the idea that there is no attempt to catch them out by testing them, the 
participants should be informed about the test before the training is delivered. This will have 
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the bonus of ensuring that people who are inclined to dream during training sessions will have 
an extra incentive to pay attention. 
 
 
 
 

13.2. Insight in an employee prevention training lesson 

 
One important step to prevent money laundering and terrorist activity is to train the staff on 
the information that is required to verify the true identity of a new customer, whether an 
individual or an entity, before account opening. The more a bank knows about its customer's 
identity the less likely it will become victim of illegal activities. Ensuring that staff 
understands the elements of KYC / KYT is crucial to an effective AML program. 
 

13.2.1. Identifying Normal Behaviour 
 
The responsibility of when a customer's normal activities become suspicious will many times 
fall on the employees that have the most customer contact. These employees are most often 
the best line of defense when it comes to identifying suspicious activities. The problem exists 
in identifying suspicious activity when a customer has not established a long-term 
relationship. Educating the staff about what is normal for certain types of businesses or even 
individuals may take some work for trainers. But the best step in helping employees 
understand suspicious activity is to begin by defining what is legitimate activity. The 
following is a list of what is commonly considered normal behaviours: 
 
 
* Individuals 
 

• Residence or place of employment in close proximity of the bank. 
• Transactions appear to be consistent with the customer's transaction history. 
• Individual has legitimate reason for having others do banking transactions, elderly, 

disabled, travels for work, etc. 
• Transactions are similar in amounts and types of deposits with customers in similar 

occupations. (For instance, the deposits of a person that works at a restaurant will 
often consist of small denominations of currency and coin). 

 
* Entities 
 

• Location of the bank is convenient for the business. 
• Transactions appear to be consistent with the business' transaction history. 
• Individuals transacting on behalf of the business are authorized to do business. 
• Transactions are consistent with other similar businesses. (For instance, mail order 

companies' deposits may often consist of numerous orders). 
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Sharing a list of new customers with employees will many times trigger other internal bank 
information about a customer. For instance, the September 11 terrorists had multiple accounts 
at many branches of the same institutions. They opened accounts in groups of three or four 
individuals. One individual would be on several joint accounts with different individuals. 
 

 

13.2.2. Identifying Suspicious Behaviours 
 
Often bank employees are trained to watch for suspicious activity that involves "structuring", 
which is when large amounts of cash are deposited just under the reporting requirements. 
However, criminals have learned the ins and outs of the financial system and use that 
knowledge to legitimize their money. That is why it is important for institutions to take 
additional measures to stay one step ahead.  
 
One practical method to learn about any odd or suspicious activity is to have regular meetings 
with the staff. Staff should be encouraged to discuss activity they felt was questionable but 
did not seem to rise to the level of reporting. Many times an employee will see something that 
seems out of the ordinary, but because it is a single incident may disregard it. However, if that 
event were shared, it may generate other employees sharing similar events or strange 
behaviours about that customer. The combined information may actually require the filing of 
a suspect activity report. It is important to include all customer contact employees in these 
discussions. Because of privacy issues and "tipping off" issues employees should be remind 
that discussions regarding customer information are for business purposes only and any 
information shared should not be repeated outside of the financial institution. 
 
 
 
 
 

13.3. Employee Staff Meeting 
 
One way to begin a staff meeting is to discuss some of the following suspicions that might 
occur in different employee roles: 
 
Front-line customer contact personnel (tellers, new accounts, lenders, etc.) 
 

• Customer cannot provide clear explanation of business purpose or type of activities 
expected. 

• Customer reluctant to provide identification. 
• Inconsistencies with documents used to verify customer's identity. 
• Customer asks specific questions about reporting requirements. (Concerned about 

sharing certain information about identity or business activities.) 
• New customer purchase a Certificate of Deposit and immediately wants to use the 

Certificate as collateral on a loan. 
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• Two or more customers enter together the institution and go to different tellers to do 
their transactions. 

• Customer visits the safe deposit box after changing small denominations of currency 
into larger denominations. 

• Customer wants to establish account, which allows several persons access to the 
account, but has no personal or business connection with individuals. 

• Same address and signatories used for different entities, but no reason for 
arrangement. 

• Loan payments made with large amounts of cash. 
• A business that is exempt from reporting begins to make unusually large deposits with 

no explanation. 
• Cash deposits just under the legal reporting requirement. 
• The customer has others make frequent cash deposits to his/her account. 
• Deposits made with money orders where the serial numbers appear to be consecutive. 
• Deposits consisting of musty smelling money. 
• Large amounts of currency being frequently deposited without any legitimate business 

reason. 
 
 
 
Personnel who monitor transaction activity (bookkeepers, compliance officers, auditors, 
etc.) 
 

• Dormant account with small balance begins to have frequent daily deposits of either 
cash or wire transfers and daily withdrawals. 

• Large currency withdrawals from a business account not normally associated with 
cash transactions. 

• Frequent or unusual wire transfers made to and from foreign student's account. 
• The aggregate amount of deposits made to individual's accounts frequently exceeds 

expected income. 
• Deposits that consist mainly of cash and wire transfers from oversea countries.  

 
It is of utmost importance to remember frequently to the staff that it is their responsibility to 
report suspicious activity to management. They should not be concerned with determining 
whether the behaviour is associated with money laundering or terrorist activity  or not. It is 
management's responsibility to investigate whether the reported activity warrants filing a 
report. 
 
In addition, it's important to develop procedures to address how an employee should respond 
to a transaction that seems suspicious. 
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14. Compliance and fraud prevention 
 

14.1. Introduction 
 
It is rather common to say that fraud is not new. Since there have been commercial systems in 
place involving money, gold, wealth, etc....there have been people who have tried to 
manipulate these systems, to altere documents, to build bogus companies and all kind of 
stories.   
  
If we trust in PricewaterhouseCoopers' Global Economic Crime Survey 2005 based on 3634 
interviews across 34 countries a certain increase of the size of the problem gets obvious. 
Nearly half of the respondents (45%) confirmed that they had been damaged by serious 
economic crime in the last two years!! 
 
50% of the banking respondents admitted the incidence of economic crime, followed by  
telecoms and media (47%). Financial services and telecoms are both subject to heavy 
regulation, which tends to be reflected in rigorous international controls and higher detection 
rates. At the other end of the spectrum a third of respondents in the construction industry said 
that they had encountered economic crime. Just ahead were manufacturing and industrial 
products (38% incidence) and automotives and aerospace (41%). The survey found that the 
most common form of economic crime experienced internationally was asset 
misappropriation (62% of respondents), which is not surprising as removal of physical 
property tends to be noticed more than the other losses. Product piracy was noted by 19% of 
respondents followed by cyber crime (15%), corruption and bribery (24%) and financial 
misrepresentation (24%). 
 
It is not just the detection but also calculation of impact that has proved a challenge: 471 of 
the 1284 companies that acknowledged losses to economic crime in the previous two years 
said that they were unable to quantify their magnitude. The average loss amongst the 
remaining 813 companies was US$2.199.930. 
 

CHAPTER 

111444  
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47% of respondents reported that international or external audit contributed to discovery of 
economic crime but just under a third stumbled across the problem by accident. Whistle 
blowing was also attributed as a source by 27% of respondents. 
 
What is the chance that a company that suffers fraud will recover the assets lost?  
 
The study found that only 9% of respondents worldwide succeeded in retrieving more than 
80% of what was taken; almost three quarters recouped less than 20%. Despite this poor 
record just over half of the organisations surveyed had fraud loss insurance. The investment 
would seem to be worthwhile: companies that had policies said they were  three times more 
likely to recover over 60% of their losses. 
 
Why are the fraud figures growing dramatically? 
 
 
We know that in the past, financial intermediaries and bankers have traditionally been notably 
shy of publicity about fraud but as with money laundering, it might be that their way of 
thinking is beginning to change. Instead of flat denial that the problem exists, the institutions 
may be contemplating a  
more open approach with public demonstration via the courts of what the fraudster who is 
caught may expect! 
 
 

14.2. The fraud from inside an organisation 
 
It appears clearly that a significant fraud threat comes from inside, and not just outside, an 
organisation (which could be a bank as well as a commercial company, etc). 
 
This can be the result of the capitalistic pressure on results, risk taking and 
"entrepreneurialism". This has contributed to a fraud-friendly environment. On top of this, 
technology has also impacted on the employees' behaviour. Its speed, power, mobility and 
anonymity offer attractive opportunities to individuals intent on committing fraud, money 
laundering and other forms of financial crime. They are also aided by the fall-out of business 
process re-engineering which have resulted in the removal of checks and balances, not to 
mention increasing dependence on contractors and outsourcing! 
 
The statistics on internal fraud, though difficult to find, are significant. Internal fraud and 
abuse cost US business an estimated US$600 billion in 2002 and in Europe the figure for 
2002 promises to be even bigger than the EUR 2.16 billion reportedly lost to internal fraud in 
2000. 60% of all fraud involves the employees of an organisation, often working in collusion 
with outsiders. 
 
For some organisations it is estimated that the cost of internal fraud can be as high as 6% of 
turnover! 
 
However, this is just the tip of the iceberg - the vast majority of internal fraud goes undetected 
and is often only discovered by accident or whistle blowing. For most organisations, 
understanding internal fraud is largely uncharted territory and a case of "what we don't know 
we don't know". 
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14.2.1. Typology of insider fraud 
 
We can best define internal fraud as "the use of one's occupation for personal enrichment 
through the deliberate misuse of the employing organisation's resources or assets". This is 
typically achieved by abusing a position of trust and exploiting poor processes, systems and 
inadequate internal controls. 
 
Examples include: 
 
 ♦ theft of an organisation's assets - for example, skimming revenue, stealing 
 inventory and payroll fraud; 
 
 ♦ corruptly and wrongfully using one's influence in a business transaction in order 
 to procure some benefit for oneself or another person - for example, accepting 
 kickbacks and engaging in activities involving conflict of interest; 
 
 ♦ falsifying an organisation's financial statements - for example, overstating, 
 revenues and understating liabilities or expenses. 
 
Fraudsters are typically opportunistic employees, or professional criminals who have 
infiltrated a company. They will strike wherever it is easy to do so specially in businesses 
where there is unchecked staff authority, high staff turnover or low staff morale. 
 
The trend toward business process outsourcing brings an added twist to the story. On the one 
hand, outsourcing may appear to cure the practice of insider fraud but, on the other, it 
introduces its own set of threats. The adage that fraud is like a balloon - squeeze it in one 
place and it bulges out in another - is very relevant here. Outsourcing often simply re-locates 
the insider fraud threat, with the insiders now located on the outside. 
 
A recently observed trend is the infiltration of West African organised crime cells into 
financial institutions in the UK and a consequent proliferation of insider fraud schemes. 
Criminals are placed inside financial institutions in positions where they have access to 
sensitive customer information. Call centres and help desks, often staffed by temporary 
workers contracted from agencies, are a particular target.  
 
The criminals will also target and corrupt existing bank workers to learn about banks' security 
procedures and obtain sensitive customer data. 
 
Customer details are used to perpetrate a variety of frauds, including transferring account 
funds abroad. There are cases where criminals have managed to infiltrate banks, gain access 
to international payment systems and make multi-million dollar wire transfers to unauthorised 
accounts. 
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14.2.2. The containment of insider fraud 
 
There are two methods of containing any kind of fraud: 
 
 ♦ prevention, in other words, doing everything possible to inspire a feeling of 
 compliant behaviour; 
 
 ♦ detection, in other words, detecting unlawful activities as quickly as possible. 
 
Both are relevant to internal fraud. Detection is particularly important, since internal fraud is 
often a case of "spotting the wolf in sheep's clothing". 
 
Prevention focuses on controls designed to reduce the opportunity for unauthorised use of 
corporate resources. These include perimeter defence technology such double signatures as 
firewalls, website/e-mail content scanners and identity card access controls. They also include 
"softer" processes such as recruitment screening, segregation, supervision and training. 
 
Detection focuses on the controls designed to alert the appropriate personnel to the fact that a 
fraud has been perpetrated. These include authorisation, internal auditing and whistleblower 
hotlines. 
 
 
14.2.3. Employee monitoring 
 
Even if employee monitoring is becoming standard practice, companies need to ensure that it 
complies with legal requirements and does not unduly affect the employment relationship. 
 
Monitoring employees is standard practice in many workplaces although the reasons for 
monitoring can vary greatly. Some companies monitor to protect employees, for example 
where they work in dangerous environments, and it is essential to ensure that safe working 
practices are being followed. Others may be under legal or regulatory obligations to monitor, 
for example in our financial services sector. 
 
Monitoring may also be specifically targeted, for example to detect misconduct or to ensure 
compliance with specific company policies and procedures. 
 
While the advantages to the company may be obvious, some kind of adverse impact of 
monitoring employees is perhaps less apparent. A company may view employee monitoring 
as essential to the effective and efficient running of its business. However, if employees are 
permitted to use telephones, e-mail and the internet for personal use, it may be difficult for the 
company to draw a distinction between work and private information and activity, and limit 
monitoring to the former. Although employees may expect and accept the monitoring of their 
work, the monitoring of their private information and activity is likely to be much less 
welcome. 
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A company's failure to consider the adverse impact of monitoring on employees can interfere 
with, or ultimately destroy, working relationships; it can also amount to a criminal offence. 
For instance, in May 2005 top executives of Sonera, the Finnish telecoms company, were 
sentenced by a Finnish court for illegally keeping logs on e-mails and telephone numbers 
dialled by employees, in an effort to identify who had leaked information about management 
disputes to massmedia. 
 
Even where companies can justifiy monitoring employees' activities, it may still be advisable 
for them to strike a balance between the legitimate need to run their businesses in the best 
way they see fit and respect for their employees' private information and activities. 
 
 

BEST PRACTICES IN THE FIELD OF MONITORING: 
 

 Provide notice of monitoring policy. Notify employees of any anticipated intention to 
monitor. If a half-way approach is taken (for example, by allowing employees limited personel 
use of  IT equipment) a company policy should be clearly set out. 

 
 Explain the reasons for the monitoring. Include in any e-mail or internet use policy a 

statement ot the reasons for monitoring (for example, to ensure compliance with company 
policies or the proper functioning of the computer systems, or to monitor an employee's 
performance). 

 
 Ensure Proportionality of the monitoring. In principle, monitoring should be limited to the 

extent necessary to achieve a certain legitimate aim. If it can be carried out on a less intrusive 
basis, then this should be used. 

 
 Comply with local laws. Provisions vary  between jurisdictions. Do not ignore local laws by 

adopting,  for example, an own imported approach across jurisdictions. Such an approach runs 
the risk of non-compliance. 

 
 Conduct training. Once a policy is implemented, conduct training sessions to raise 

employees' awareness of monitoring and its purposes. 
 

 Conduct Audits. Conduct regular audits at least annually to ensure that policies are current, 
applicabl e and being followed. 

 

 

14.2.4. The importance of password security 
 
This topic can be considered as being at the frontier between insider and outsider fraud; but 
the fact is that employees are less security conscious than ever. 
 
An Infosecurity Europe (www.infosec.co.uk) survey published in spring 2003 found that 90% 
of office workers moving through a main London station were prepared to give up their 
computer password in return for a cheap pen, compared with 65% last year. Men were 
slightly more willing to do so than women. 
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Workers were asked a series of questions that included "what is your password?" 75% 
immediately gave the information. If they initially refused they were asked which category 
their password fell into and then asked a further question to find out what it was. At this point 
a further 15% revealed their passwords. The technique is called social engineering and is 
often used by hackers to gain access to systems, often pretending to be calling from the IT 
department and requesting a user's log on and password to "resolve a network problem". 
 
Of the 150 people surveyed, many were happy to explain the origin of their password, which 
included their name, football team, car, pet's name and date of birth. 
 
The most common password was "password" (12% and the most popular category was their 
own name (16%). Two thirds had given their password to a colleague and 75% knew their co-
workers passwords.  
Moreover, two thirds admitted to using the same password for everything, including personal 
banking sites, making them more vulnerable to financial fraud, personal data loss and even 
identity theft. 
 
 

14.3. Fraud in Trade Finance 
 
Typically, documents used in a trade finance transaction have few security measures built into 
them. None of these documents are immune from forgery, especially given the sophistication 
of scanners, colour copiers and laser printers today. 
 
The commercial invoice and packing list are produced by the seller. Documents produced by 
parties independent of the trading partners include the bill of lading, certificates of quality and 
quantity, and certificates of origin. 
 
The bill of lading, the document of title, is one of the key documents. From the perspective of 
the fraudsters, they will have to forge the document to satisfy examination by the trade 
finance department of a bank, whose obligation it is to ensure that the document complies 
with the terms of the letter of credit, not to ensure that the document is genuine and properly 
issued by the inspection company. In any case, within the time and resource constraints of a 
letter of credit negotiation, they will be under considerable pressure to inspect the documents 
on their face value. In fact, in many countries, one could get a genuinely issued certificate of 
origin for a non-existent cargo! The preconditions to the issue of a certificate of origin in 
these countries are document based and easy to overcome. 
 
 

14.3.1. How secure is the bill of lading? 
 
By necessity, the letter of credit transaction, along with most other documentary credits, 
depends heavily on documents being correct at face value. However, most of these documents 
have very little security features which should pose no great difficulty to a fraudster to 
reproduce. There is often little physical control exercised by some liner companies over their 
blank books of bills of lading. These blank documents are often given away to freight 
forwarders and other sub-contractors to fill up and return to them for stamp and signature. 
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A fraudulent seller does not need to go back to the liner company for stamp and signature. It 
is not difficult for him to forge the stamp and signature to satisfy examination by staff at most 
documentary credit departments in banks. 
 
The banks have no way of verifying the stamp or signature of a bill of lading. This also 
applies to other documents required under an average letter of credit. 
 
 

14.3.2. Money Laundering and Trade Finance 
 
Links between ML an Trade Finance can be found at two levels. 
First, the trade finance system depends entirely upon documents. Substantial amounts of 
money can be paid out by banks, whose only obligation is to verify that the documents 
comply with the terms of the credit. 
 
Any system that depends purely on documents is vulnerable to be abused by money 
launderers. Credit complying documents that have been presented, with payments made, 
purportedly for an international trade transaction, and the money released, leave a 
documentary trail and, hence, facilitate the initial cycles of the wash. 
 
Secondly, from a money launderer's point of view, it is much more attractive to relay back on 
an existing longstanding relationship between a bank and a client rather than set up a new 
trading relationship. 
 
Cases have been investigated where companies with a longstanding relationship with a bank, 
facing short-term cash flow difficulties, are approached by new shareholders prepared to 
invest in the company. In return, they require certain of their own transactions be processed 
through existing banking channels, e.g. if the company is doing EUR 10 million worth of 
trade finance per year the new investors will suggest that they process a further EUR 2 million 
worth of trade documentation that will be provided by them. This does not normally raise any 
suspicions at the bank which, relying on its past relationship with its clients, accepts the new 
transactions as a consequence of the fresh investment in the company. 
 
Money laundering due diligence in most banks is focused upon new clients and new 
transactions. The inclination of an Account Manager handling a longstanding company 
account is not to question the documents presented by the company, which might upset the 
relationship. The inclination is to try to be as co-operative as possible with the client and 
support the new business brought in by them. This plays into the hands of the money 
launderers. 
 

14.4. Fraud based on a "PONZISCHEME" 
 
A Ponzi scheme is basicly a system of making payouts to old investors from the influx of 
funds from new investors. 
 
Charles Ponzi who lived from 1882 to 1949 fleeced thousands of investors out of 
US$9.500.000 in 1920!    
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His cover story was based on the fact that it was possible to buy overseas "International 
Replay Coupons" for 2 pennies and to redeem them in the United States for 6 cents. 
 
Ponzi set up an office and created a firm called the Securities and Exchange Company, a 
name which should procure confidence to potential investors. In December of 1919 he made 
his offer: 
 
"Investors who bought into the company would get a 50 percent return on their money in 45 
days; a 100 percent return in 90 days". 
 
Banks at the time paid 5 percent interest annually. Sales were slow at first, but Ponzi had the 
ability to tell people what they wanted to hear. If they were sceptical he could recount in great 
detail the story of the stamps and allay their concerns. As time went on, Ponzi did not need to 
do much selling himself; his investors did it for him by introducing friends, relatives, and co-
workers to the investment scheme. If people actually wanted to get their money back after 45 
days, Ponzi was happy to oblige. He had received plenty by this time; in fact, most people 
chose to reinvest for another 45 days, hoping for an even bigger return. 
 
Due to the fact that he get a celebrity, it brought fame and attention for Ponzi from the 
newspapers. His celebrity status attracted new investors but it also brought scrutiny from law 
enforcement and hard-nosed reporters. 
 
The Boston Post newspaper, smelling a rat, found out that most of the International Reply 
Coupons were never redeemed.  
Some days later, the whole scheme collapsed like a "house of cards".   

14.5. Advance fee fraud 
 
Advance fee fraud is a general term for a confidence trick where the victim is persuaded to 
pay in advance for either goods or services, or to participate in a financial transaction. The 
other side of the arrangement - what the victim pays for - either never arrives, or turns out to 
be worth less than the victim had been led to expect. 
 
This often applies to financial transactions, where "prime bank instruments" are offered but 
do not exist. 
 
Examples of advance fee frauds include: 
♦ Self-liquidating loans 
Victims are persuaded to borrow money and then invest the surplus in investments which 
promise extremely high levels of return, apparently high enough to pay the interest on the 
original borrowings. Victims lose "arrangement fees" and may have their bank accounts 
raided. 
 
Hereafter you find an example of five companies which have lost significant sums of money 
by a new advance fee fraud that targets companies in financial difficulties (*). 
In a first time, victims are contacted and offered a way out of their difficulties but are not 
pursued. 
______________________ 
(*) Details were communicated by the International Chamber of Commerce (ICC) Financial Investigation   
      Bureau (FIB) 
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When a suitable time has elapsed and it is clear that the victims have no other way to resolve 
their financial problems, they are offered what is smartly called a "self liquidating loan". This 
provides deferred payment terms of up to 10 years on loans of often many millions of dollars 
subject to an advance payment representing 4 % of the value of the loan. The victims are told 
that this is payment for an insurance certificate that covers the amount of the loan and in 
effect is an instrument that will be used to pay the loan back at the agreed date. 
 
The exact terms are voluntary very complex and also involve the victim registering a new 
company in an offshore location in order to qualify for the loan. Once this has been done and 
the advance fee paid, victims receive a cheque in the post for the full amount borrowed. 
 
When they go to cash it, it turns out to be counterfeit and all they have for their deposit is a 
worthless insurance certificate that may have cost them anything from EUR 100,000 to half a 
million based on the cases the FIB has seen to date. 
 
With recent interest rate rises, a number of companies facing financial difficulties are looking 
for cheap money to get themselves out of trouble, but this really is a classic case of "getting 
nothing for something". 
 
It appears that the victim companies have been carefully targeted and their financial situation 
carefully researched so the fraudsters know exactly what amount of money to propose to 
solve their problems. And they don't make getting the loan easy, so the victim is all the more 
grateful when the "white knight" comes to their rescue and will agree to pretty much anything 
to get the cheque! 
 
 
♦ West African letter fraud (also known as Nigerian letter fraud) 
 
Victims are invited to participate in a scheme for a large fee or proportion of the proceeds, but 
they are defrauded of initial monies paid, or their bank accounts are raided using copied 
paperwork, etc. 
 
 
It may also happen that banks are asked to cooperate in transferring sums of money from 
West Africa. The reason given is that this is an illegal export of funds. Those willing to assist 
are promised generous compensation. A precondition is however the advance payment of a 
fee (to cover transaction costs, registration fees, etc) to get the ball rolling.  Blank invoices 
and letter paper are usually sent to West Africa and are subsequently used to issue a 
fraudulent payment order. Whilst banks would never consider such an offer, customers lured 
by the prospect of easy money could become involved in such transaction. 
 
Other fraudsters will try to obtain an "irrevocable letter of intent" or letter of credit from a 
bank on the basis of credit said to be offered to them in another country on favourable terms. 
They claim that the loan will be secured by a bank guarantee by a prime bank. This prime 
bank is said to stand surety for the annual payment of the interest instalments and repayment 
of the principal over, for instance, a period of 10 years. Next, with the letter of intent or credit 
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in their possession, they try to induce other banks or companies to do business. The objective 
is often to obtain an advance fee. 
 
Banks are frequently approached with business proposals involving sums of millions of euros 
or more. Letters of intent from other reputable banks are often shown to gain confidence. 
Efforts are made to acquire bank guarantees. Fraudsters are often able to elicit confirmation 
from a bank elsewhere which they use in order to increase confidence. Using the names of 
high-ranking bank officers in this bank and the names of officers from other banks by way of 
reference, the fraudster sets out his business proposals, which often involve major projects. In 
so doing, the intention of the fraudster is not to secure a loan but to obtain a written response 
from the bank approached in order to use this to win the confidence of clients and thus secure 
advance fees. 
 
 
As always the fraudsters have moved with the current events and recent 419 letters are 
purportedly arriving from Iraqi Generals trying to get stolen funds out of the country, US g.i’s 
trying to smuggle stolen gold bars from Iraq and farmers in Zimbabwe trying to get their own 
funds away from Mugabe’s regime amongst many. More heartless are the letters supposedly 
from lawyers trying to trace the relatives of some of the deceased in the 9/11 and Concorde 
disasters in order to pass on vast sums, which have been left by them. As they cannot trace 
any relatives, the letter goes on, that if you write and apply for the funds by pretending to be a 
relative the funds can be shared between you and the lawyer. 
  
Needless to say the only advice is to throw away any such letters or faxes that are received.  
  
♦ Pyramid selling 
 
Each victim is induced to recruit more victims. Each new level of victims pays money in 
advance to the layer above. The original fraudsters take a share of all of the proceeds. The 
last, and largest, layer of victims lose all their money. 
  
 
 
♦Internet Auction Fraud 
 
The Internet based frauds involving buying and selling goods are multiplying at a frightening 
rate. Money gram as well as Western Union are now being used as a conduit for sending the 
funds that have been obtained by deception.  
 
Imagine in internet customer who has  refused to send any cash because he has realised it is a 
scam but then he receives the following e-mail from Interpol asking for his assistance to 
catch the fraudster. 
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∗ Dear Sir,  
 
∗ We have a criminal Internet fraud case in which is involved Monica Nazare. It seems that you are 
dealing with her. We are conducting a police investigations of cross-border crime and we 
discovered the fact that this isn’t  real name. 
 
∗ I have to provide support to law enforcement and regulatory agencies at all levels of government 
for the fraud that was made over the Internet by Monica Nazare. 
 
∗ As you know, Internet fraud does not have  traditional boundaries as seen in traditional schemes. 
Not all victims report fraud, and those who do register a complaint, do not report it to one central 
repository. 
 
∗ And the only way to obtain criminal prosecutions of Monica Nazare is to allow law enforcement 
to arrest her at a Western Union office when she attempts to pick up the money. So, if he ask you to 
send another money, just send the money. We’ll monitoring she’s email address and we’ll know 
when the funds are available. 
 
∗ After the con artist is arrested, you will be contacted by one of our agents to fill up an official 
complaint against her and to recover your money. 
 
∗ This is a confidential response, please do not replay to this email. 
 
∗ Special Agent 
James C. Smith 
London Interpol Sub-Regional Bureau 
 

 
 
In this case the victim will think that  Special Agent Smith is on the case and is appealing  to 
help him catch the suspect. Still dubious he will click on the Interpol Icon and taken to the 
Interpol website and via the “contact us” button he actually get in direct touch with Special 
Agent Smith. Now eager to catch the swindler who tried having him over, he sends the money 
as directed by Special Agent Smith and waits for news of a successful arrest, and waits, and 
waits! Unbeknown to him the fraudsters have duplicated the Interpol website and by linking 
via the received e-mail he has been taken to this website and consequently he was talking to 
them!! 
 

 
 
 
 
♦ Fraudulent Internet Banks and "Phishing" 
 
Frake and fraudulent banking websites are being set up daily either in furtherance of  lottery 
fraud or Advance Fee fraud. 
 
But even more dramatically we are facing the upcoming of the phenomenon of "Phishing" 
comes up nowadays. 
 
Phishing attacks use "forged" e-mails and totaly fake and fraudulent websites designed to fool 
recipients into divulging personal financial data such as credit card numbers, account 
usernames and passwords, social security numbers, etc. 
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By hijacking trusted brands of well-known banks, online retailers and credit card companies, 
phishers are able to convince recipients to respond to them like in example below: 
 
 
Dear Sir, 
 
As part of our continuing commitment to protect your account we are undertaking a review of 
our customers' account. 
 
The e-mail was sent to you by the xxx server to verify your e-mail address. 
You must complete this process by clicking on the following link below and logging into your 
xxx account. 
This is done for your protection, because some of our members no longer have access to their 
e-mail address. This is required for us to continue to offer you a safe and risk free 
environment to send and receive money on-line and maintain the experience. 
 
Click here 
 
Thank you 
 
The Accounts management 
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14.6. Investment fraud 
 
The underlying mechanisms of investment fraud are very simple: 
 
 ♦ either the invested funds are never returned; or 
 
 ♦ the investments cannot be sold to realise the advertised value; or 
 
 ♦ the funds of later investors go to pay the earlier investors. (Ponzi Scheme) 
 
 
In this section we also consider the related investment crimes of market manipulation and 
insider dealing. 
 
Recent advances in fraud techniques are: 
 
 ♦ insider dealing - orders from abroad and, in particular, from offshore financial 
 centres, making investigations very complex; 
 
 ♦ the manipulation of share prices, for example, by the distribution of false 
 information via the Internet; and 
 
 ♦ the boiler house or "distillery" method, which consists of artificially inflating 
 the price of worthless shares by telephone or false advertising. 
 
 
Investment fraud is one of the types of fraud that thrives best in an international environment. 
 
Investment fraudsters are able to evade scrutiny during their activities by hiding behind the 
enormous complexity of international financial law. Even if detected, these fraudsters have 
moved their proceeds to jurisdictions and through corporate structures that seriously hinder 
any recovery or investigation. 
 

14.7. Banking fraud 
 
In this section we consider banks as the victims of fraud, rather than as mere conduits for 
funds within a fraudulent scheme, since in virtually every significant international fraud the 
banking system will be used at some stage. 
 
 
Typical frauds against banks include: 
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 ♦ Cheque fraud 
 
 Altering the details on a cheque so as to receive more money or divert payment to 
 another account. 
 
 ♦ Fraudulent bank documentation schemes 
 
 Forged securities or other banking documents such as guarantees or promissory 
 notes which are not honoured. 
 
 ♦ Money transfer frauds 
 
 Fraud committed on international networks such as the SWIFT bank clearing 
 network. 
 
 
 
 ♦ Fraudulent borrowing 
 
 Where the borrower has no intention of repayment. This can be part of a chain of 
 loans, where each new loan repays the interest on the previous borrowings. 
 
 ♦ Credit card fraud 
 
 The use of stolen or forged credit cards to avoid payment for goods and services 
 received. 
 
 
The introduction of Smart-chips into credit cards, coupled with magnetic stripes, signatures 
and holographic labels has achieved a dramatic reduction in the level of credit card fraud 
following its introduction. 
 
There are a number of reasons, why some attempted frauds succeed against the banking 
industry: 
 
 ♦ the volume of banking transactions means that the relatively small number of 
 fraudulent transactions are difficult to sport; 
 
 ♦ as with any profit making industry, the overall prevention strategy must be cost-
 effective even if individual prevention measures are expensive; 
 
 ♦ fraudsters have an increasing knowledge of systems; 
 
 ♦ the banking industry is at present "downsizing", so fewer staff handle the same 
 volume of business;  
 
 
A number of reasons have been put forward as to why bank frauds fail: 
 
 ♦standard procedures identify many attempted frauds;  
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 ♦ mandatory checking procedures through legislation such as that against money 
 laundering; 
 
 ♦ specific fraud prevention measures in place; 
 
 ♦ staff education; 
 
 ♦ co-operating through a central unit which produces warning notices; 
 
 ♦ fraudsters become too greedy - large amounts arouse suspicion; 
 

14.8. Computer and information technology abuse 
 
Computer abuse involves the predominant use of a computer system (rather than the 
incidental use, such as making a false accounting record to disguise a theft).  
 
Types of loss include: 
 
 ♦ malicious destruction of information in the course of a fraud; 
 
 ♦ theft of information; and 
 
 ♦ industrial espionage by, for example, telephone network tapping or facsimile 
 interception. 
 
 
A particular case of technology fraud involves the mobile phone industry. Fraudsters take 
advantage of mobile telephone technology to make expensive international phone calls from 
outside without paying for them. They also have found the possibility to get the details of a 
customers "SIM-CARD" by inviting to deal a certain number!   
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15. Structuring a compliance function. 
 
An effective compliance management policy requires first of all that high standards of ethical 
behaviour are followed at all levels of a financial institution. 
 
The board of directors and senior management should promote an organisational culture 
which establishes through both actions and words the expectation of compliance by all 
employees (including senior management) with laws, rules and standards when conducting 
the business of the bank. The compliance function should support management in building a 
robust compliance culture based on ethical standards of behaviour, and thus contribute to 
effective corporate governance. 
 
The Basel Committee for Banking Supervision issued on 29 April 2005,a "high level paper" 
entitled Compliance and the compliance function in banks, which sets our banking 
supervisors' views on compliance in banking organisations. 
 
The paper contains a set of principles rather than descriptive provisions, so as to allow credit 
institutions to organise their compliance functions in a way that is consistent with their own 
risk management strategy and structures. Each bank must nevertheless be prepared to 
demonstrate that the approach adopted is effective in dealing with the bank's unique 
compliance risk challenges. In short, the principles prescribe the following: 
 
Principle 1 sets that the bank's board of directors is responsible for overseeing the 
management of the the bank's compliance risk. 
 
According to the document, the responsibilities of the bank's senior management are 
(principle 2) the effective management of the bank's compliance risk; (principle 3) 
establishing and communicating a compliance policy, ensuring that it is observed, reporting to 
the board of directors on the management of the bank's compliance risk; and (principle 4) 
establishing a permanent and effective compliance function within the bank as part of the 
bank's compliance policy. 
 
Moreover, the principles state that  (principle 5) the bank's compliance function should be 
independent and (principle 6) should have the resources to carry out its responsibilities 
effectively. Principle 7 sets the compliance function responsibilities, which should be to 
assist senior management in managing effectively the compliance risks faced by the bank. 
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According to principle 8, the scope and breadth of the activities of the compliance function 
should be subject to periodic review by the internal audit function. 
 
Principle 9 sets furthermore that banks should comply with applicable laws and regulations 
in all jurisdictions in which they conduct business, and that the organisation and structure of 
the compliance function and its responsibilities should be consistent with local legal and 
regularoty requirements. 
 
Finally principle 10 says that compliance should be regarded as a core risk management 
activity within the bank, and only specific tasks of the compliance function may be 
outsourced, provided that they remain subject to appropriate oversight by the head of 
compliance. 
 
 
 

15.1. Compliance function principles 
 

15.1.1. Status 
 
The bank's compliance function should have a formal status within the bank. Following the 
Basel Committee, this is best achieved by a charter or other formal document approved by the 
board of directors that sets out the function's standing, authority and independence. 
 
 The following issues should be addressed in the charter or other formal document: 
 
 ♦ measures to ensure the independence of the compliance function from the business 
     activities of the bank; 
 
 ♦ its role and responsibilities; 
 
 ♦ its relationship with other functions or units within the bank; 
 
 ♦ its right to obtain access to information necessary to carry out its responsibilities; 
 
 ♦ its right to conduct investigations of possible breaches of the compliance policy and 
     to appoint outside legal counsel to perform this task if appropriate; 
 
 ♦ its formal reporting obligations to senior management and the board of directors; 
     and 
 
 ♦ its right of direct access to the board of directors or a committee of the board. 
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15.1.2. Independence 
 
The bank's compliance function should be independent from the business activities of the 
bank. 
 
The compliance function should be able to carry out its responsibilities on its own initiative in 
all departments of the bank in which compliance risk exists. It must be free to report to senior 
management and the board on any irregularities or possible breaches disclosed by its 
investigations. 
 
Independence also requires that the compliance function be provided with sufficient resources 
to enable it to carry out its responsibilities effectively. Its budget, and the compensation 
schemes for compliance function staff, should be consistent with the objectives of the 
compliance function, and therefore should not be dependent on the financial performance of 
the various business lines. 
 
The compliance function within a bank may be either centralised or decentralised. In either 
case, there should be a head of compliance who should have day-to-day responsibility for 
managing the activities of the compliance function and to whom all compliance staff should 
report. The independence of compliance staff in a decentralised compliance function may be 
undermined if they report to management within their business unit rather than to the head of 
compliance. 
 
In smaller banks, compliance function staff may exercise non-compliance tasks, provided 
these do not create any conflicts of interest with their compliance responsibilities. 
 
For example, compliance staff should not have any revenue-generating responsibilities, such 
as trading, marketing or advising clients. 
 
 

15.1.3. Role and responsibilities 
 
 
The role of the bank's compliance function should be to identify, assess and monitor the 
compliance risks faced by the bank, and advise and report to senior management and the 
board of directors about these risks. 
 
The Basel Committee considers that the responsibilities of the compliance function should 
include most if not all of the following: 
 

♦ on a pro-active bases, identifying and assessing the compliance risks associates with 
the bank's business activities, including in relation to the development of new products 
and business practices, the proposed establishment of new business or customer 
relationships, or material changes in the nature of such relationships; 

 
♦ advising management on the applicable laws, rules and standards, including keeping 
up-to-date with developments in the applicable laws, rules and standards and advising 
management accordingly; 
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 ♦ exercising any specific statutory responsibilities (e.g. fulfilling the role of anti-
 money laundering officer); 
 
 ♦ establishing written guidance to staff (and educating staff) on the appropriate 
 implementation of the laws, rules and standards through policies and procedures and 
 other documents such as compliance manuals, internal codes of conduct and practice 
 guidelines; 
 
 ♦ assessing the appropriateness of internal procedures and guidelines; 
 
 ♦ monitoring compliance with the policy by performing regular and comprehensive 
 compliance risk assessment and testing, and reporting on a regular basis to senior 
 management; 
 
  
 

15.1.4. The relationship with internal audit 
 
Frequently, a close relationship with internal audit and/or the legal department is seen as both 
natural and necessary and it is important to avoid overlaps between the functions: this 
explains the need for charters and job descriptions for the compliance function and, where 
appropriate, formal mechanisms for co-operation between the compliance, legal and internal 
audit functions. 
 
It is required that periodic internal audits of the compliance take place where such functions 
exist. Compliance is a function which has to be close to business units on a daily basis in 
order to be in a position to take preventative action. As part of its audit risk assessment, 
internal audit would normally assess the effectiveness of the compliance function. 
 
Compliance risk should be included in the risk assessment methodology of the internal audit 
function, and an audit programme should be established commensurate with the level of risk. 
The review of compliance activities by the internal audit function should test the controls in 
place within the bank to ensure compliance with the applicable laws, rules and standards. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 141

 
 
 
 
 

 
 

Audit function 
 
 

 
 

Compliance function 
 

 
 

Similarities 
 
- 
 

Risks of overlap. 
 

 
 
 

 
 

Independence 
Third level control 

Organised by a charter 
Report to the management 

Draft on annual report on the function 
 
 
 
 

 
 
 

Particular focus 
 
 
 
 
 
 

 
 
 

Focus on control aspects 
 
 
 
 
 
 

 
 
 
Focus on prevention aspects 
 
 
 

 
 
 

15.1.5. Resourcing 
 
A compliance function should be organised in such a way as to enable it to carry out its 
responsibilities in an adequate and permanent manner. 
 
It shall also have the necessary human resources to perform its duties. The size of the function 
shall be commensurate with the size of the institution, as well as with the nature and 
complexity of its activities. 
 
The financial institution will appoint one employee responsible for managing the Compliance 
function generally knows as “Compliance Officer”. 
 
The name of this employee, as well as any subsequent change relating to this appointment, 
shall be notified to the supervisory authority. 
  
Notwithstanding the abovementioned requirements, a certain flexibility may prevail as 
regards the organisation of the Compliance function: 
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 Some of the duties related to the responsibilities may be delegated to other 

departments, or units. In this case, the Compliance function takes on a coordinating 
role between the units performing the delegated duties. 

 
The Compliance charter shall clearly state the relationships between the different 
intervening units. It shall notably state that the Compliance function remains 
responsible for the duties delegated. 
 

 Where neither the size of the institution, nor the nature of its activities, nor the risks 
incurred require the creation of a full-time position of Compliance Officer, a person 
can be assigned on a part-time basis. 

 
Care must be taken to ensure that the other responsibilities performed by this 
employee remain compatible with the responsibilities performed under the terms of 
the Charter.  
 

 The Compliance function shall not be outsourced to third parties. This principle shall 
not preclude the possibility to use the expertise or technical means of third parties or 
the possibility to establish, where applicable, a functional link with the group 
Compliance function. 

 
 
 
 

15.1.6. Competence 
 
 
In order to guarantee the efficiency of the Compliance function, its members shall have a high 
degree of professional qualification in the area of banking and financial activities and in the 
area of applicable laws and regulations. 
 
The competence of the members of the Compliance function shall be appraised by taking 
account not only of the nature of their duties but also of the complexity and diversity of the 
institution’s business activities. 
 
These provisions do not preclude the Compliance function from having recourse to the 
expertise or technical means of third parties for certain specific aspects. 
 
It is of utmost importance to ensure that the Compliance function staff carries out its duties 
with integrity and discretion. 
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15.1.7. Responsibilities of the Compliance function 
 
In order to achieve its objectives, the responsibilities of the Compliance function shall at least 
cover the following aspects: 
 

a) Identification and assessment of the compliance risk 
 
The Compliance function will identify the compliance risks to which the institution is 
exposed within the course of its business and assess their significance, as well as their 
potential consequences. 
 
The Compliance function will undertake the identification and assessment of the compliance 
risk before the institution starts a new type of activity, product or business relationship, as 
well as in the event of the development of group business and network at international level. 
 

b) Identification of the rules in force 
 
The Compliance function will constantly identify the laws and the regulations that apply and 
keep a list of the main rules governing the performance of the institution’s activities. This list 
shall be made available to the staff concerned in the various departments. 
 

c) Procedures and instructions for the implementation of the compliance 
policy 

 
As far as the implementation of the Compliance policy is concerned, the Compliance function 
ensures that the institution has rules that may be used as guidelines for staff of the different 
business lines for the performance of their day-to-day duties. 
 
These rules shall be appropriately reflected in the instructions, procedures and internal 
controls for those areas pertaining directly to Compliance (such as for instance the fight 
against money laundering and the protection of client and investor interests). In drawing up 
these rules, the Compliance function will obey, as far as appropriate for the institution 
concerned, to the existing codes of ethics. 
 

d) Monitoring of the respect of the Compliance policy 
 
The Compliance function will regularly monitor compliance with the compliance policy, 
procedures and instructions, and propose corrective measures where appropriate. To this end, 
the Compliance function will assess and control the Compliance risk on a regular basis. As 
regards the controls concerning compliance risk and the monitoring of the procedures and 
instructions, nothing should prevent the Compliance function from relying on the works of 
internal audit. 
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e) Centralisation of information on compliance issues 
 
The Compliance function will centralise all the information on Compliance issues (i.e. 
breaches of rules, non-compliance with procedures, conflicts of interests, etc.) observed 
within the institution. 
 
As far as this information is not the product of its own involvement, the Compliance function 
shall conduct an examination of relevant documents, be they internal documents (i.e. internal 
control or internal audit reports, reports or minutes of senior management or, where 
applicable, of the board of directors) or external documents (i.e. reports of the external 
auditor, correspondence from the supervisory authority). 
 

f) Analysis of Compliance issues, interventions and follow-up 
 
The Compliance function will analyse the issues observed and recommend, where applicable, 
corrective measures to address these deficiencies. Logically, it will address a follow up on the 
issues previously observed and ensure that the corrective measures haven been  implemented 
appropriately and have proven to be efficient. 
 

g) Assistance and advice to senior management in the field of Compliance 
matters 

 
The Compliance function will assist and advise senior management on issues concerning 
compliance and rules, notably by informing the latter about developments regarding 
regulations which might subsequently have an impact on the area of compliance. 
 

h) Awareness and training of staff 
 
One of the key responsibilities of the Compliance function consists in raising the awareness of 
staff as the importance of Compliance and related aspects. To this end, it will develop a 
training programme and insure its implementation.  
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16. Sources of Further Information 
 
Although not an exhaustive list, this section highlights a number of useful web-links that 
governments and financial institutions may wish to consult. 
 
 

16.1. Financial Action Task Force Documents 
 
The financial Action Task Force (FATF) is an intergovernmental body whose purpose is the 
development and promotion of national and international policies to combat money 
laundering and terrorist financing. 
 
http://www.fatf-gavi-org 
 

16.2. International Bodies/Organisations 
 
Basel Committee 
 
The Basel Committee on Banking Supervision provides a forum for regular cooperation on 
banking supervisory matters. Its objective is to enhance understanding of key supervisory 
issues and improve the quality of banking supervision worldwide. 
 
 
http://www.bis.org/bcbs/ 
 

16.3. IOSCO 
 
The International Organisation of Securities Commissions consists of capital market 
regulators, their aim is to promote high standards of regulation in order to maintain just, 
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efficient and sound markets in international securities transactions. IOSCO is known for 
Resolution on money laundering (1992) and AML Guidance for collective investment 
schemes (2005). 
 
http://www.iosco.org/ 
 

16.4. Transparency International 
 
Transparency International, the global civil society organisation leading the fight against 
corruption, brings people together in a powerful worldwide coalition to end the devastating 
impact of corruption. 
 
http://www.transparency.org/ 
 
 

16.5. IMF and World Bank Reports on observance of international 
standards and codes (Financial Sector Assessment 
Programme) 

 
World Bank reports: http://www1.worldbank.org/finance/html/entrynew2.html 
 
International Monetary Fund: 
http:www.imf.org/external/np/rosc.asp?sort=topic#RR 
 
Offshore Financial Centres (OFCs) IMF staff assessments 
www.imf.org/external/np/ofca/ofca.asp. 
 
 

16.6. Egmont Group 
 
Egmont Group membership – Coalition of FIU’s that participate in regular information 
exchange and the sharing of good practice, acceptance as a member of the Egmont Group is 
based a formal procedure that countries must go through in order to be acknowledged as 
meeting the Egmont definition of an FIU. 
 
http://www.egmontgroup.org/ 
 

16.7. US International Narcotics Control Strategy Report (INCSR): 
Country Reports 

 
Volume II: Money Laundering and Financial Crimes 
 
http:/www.state.gov/p/inl/rls/nrcrpt/2007/vol2/html/80885.htm 
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16.8. United Nations in Convention against Transactional 
Organized Crime 

 
http:/www.unodc.org/unodc/crime_cicp_signatures_convention.html 
 

16.9. OFAC of Foreign Assets Control (“OFAC”) of the US 
Department of the Treasury economic and trade, Sanctions 
Programmes 

 
http:/www.ustreas.gov/offices/enforcement/ofac/programs/index/shtml 
 
 
 

16.10. EU Financial Sanctions 
 
Consolidated list of persons, groups and entities subject to EU Financial Sanctions. 
 
http://ec.europa/eu/comm/external relations/cfsp/sanctions/list/consol-list.htm 
 
 

16.11. UN Security Council Sanctions Committee – Country Status : 
 
http:/www.un.org/sc/committees/ 
 
 
 
 
 

 
 
 
 
 
 
 


